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1.

INTRODUCTION

1.1

This report is issued to assist the Authority in discharging its responsibilities in relation to the
internal audit activity.

1.2

The Public Sector Internal Audit Standards also require the Chief Audit Executive (known in
this context as the Internal Audit Consortium Manager) to report to the Audit Committee on
the performance of internal audit relative to its plan, including any significant risk exposures
and control issues. The frequency of reporting and the specific content are for the Authority
to determine.

1.3

To comply with the above this report includes:Any significant changes to the approved Audit Plan;
Progress made in delivering the agreed audits for the year;
Any significant outcomes arising from those audits; and
Performance Indicator outcomes to date.

•
•
•
•
2.

SIGNIFICANT CHANGES TO THE APPROVED INTERNAL AUDIT PLAN

2.1

At the meeting on the 3rd March 2016, the Annual Internal Audit Plan for the year was
approved, identifying the specific audits to be delivered. Changes to the plan were reported
to the Committee at its meeting on the 28th July 2016. Since that meeting there have been
no further amendments to the internal audit plan of work.

3.

PROGRESS MADE IN DELIVERING THE AGREED AUDIT WORK

3.1

The current position in completing audits to date within the financial year is shown in
Appendix 1 and progress to date is in line with expectations. .

3.2

In summary;
•
•
•

38 days of programmed work has been completed by Eastern Internal Audit
Services;
15 days of programmed work has been completed by East Lindsey District Council;
Therefore the overall position with the internal audit plan for 2016/17 is that 53 days
have been delivered to date, equating to 33% of the revised internal audit plan for
2016/17.

4.

THE OUTCOMES ARISING FROM OUR WORK

4.1

On completion of each individual audit an assurance level is awarded using the definitions
shown in the table below.
Substantial
Assurance

Based upon the issues identified there is a robust series of suitably
designed internal controls in place upon which the organisation relies to
manage the risks to the continuous and effective achievement of the
objectives of the process, and which at the time of our review were being
consistently applied.

Reasonable
Assurance

Based upon the issues identified there is a series of internal controls in
place, however these could be strengthened to facilitate the organisation’s
management of risks to the continuous and effective achievement of the
objectives of the process. Improvements are required to enhance the
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controls to mitigate these risks.
Limited
Assurance

Based upon the issues identified the controls in place are insufficient to
ensure that the organisation can rely upon them to manage the risks to the
continuous and effective achievement of the objectives of the process.
Significant improvements are required to improve the adequacy and
effectiveness of the controls to mitigate these risks.

No Assurance Based upon the issues identified there is a fundamental breakdown or
absence of core internal controls such that the organisation cannot rely
upon them to manage risk to the continuous and effective achievement of
the objectives of the process. Immediate action is required to improve the
controls required to mitigate these risks.
4.2

Recommendations made on completion of audit work are prioritised using the definitions
shown in the table below.
Urgent

Fundamental control issue on which action to implement should be taken within
1 month.

Important Control issue on which action to implement should be taken within 3 months.
Needs
Attention

Control issue on which action to implement should be taken within 6 months.

4.3

In addition, on completion of audit work “Operational Effectiveness Matters” are proposed,
these set out matters identified during the assignment where there may be opportunities for
service enhancements to be made to increase both the operational efficiency and enhance
the delivery of value for money services. These are for management to consider and are not
part of the follow up process.

4.4

During the period covered by the report Internal Audit Services have issued two final reports
and the Executive Summary of these reports are attached at Appendix 2, full copies of
these reports can be requested by Members from the Internal Audit Consortium Manager.

4.5

As a result of these audits 22 recommendations have been raised; no urgent (priority one),
11 important (priority two) and 11 needs attention (priority three). All of which have been
agreed by management for implementation.
In addition six Operational Effectiveness Matters have been proposed to management for
consideration.

4.6

In summary the final reports issued conclude the following:
Strategic Housing
This audit reviewed all aspects of affordable housing schemes including; policies, guidance,
record retention, eligibility, decision making and approvals. The scope of this audit was
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based on a previous review at Breckland District Council (DC) in March 2015 where issues
were found in relation to Affordable Housing. A follow up review was undertaken at
Breckland DC earlier in the financial year and it was agreed prudent to carry out the same
review at South Holland DC to ensure that lessons learnt had been shared and controls are
robust.
The audit concluded with a reasonable assurance, and five recommendations were agreed
with management – three important and two needs attention.
The important recommendations relate to the following;
•

•
•

Responsibility for day to day assessment of Legacy (Low Cost Market Housing
resales) and Shared Equity schemes transferred from Breckland DC to South
Holland DC in May 2016, although a handover meeting was held, no formal written
guidance existed for the day to day processing / assessing of the affordable housing
schemes.
Levels of delegated authority for officers processing and deciding outcomes of
applications for Legacy (Low Cost Market Housing resales) and Shared Equity
schemes needed to be obtained from the respective Executive Director.
Upon adoption of the Local Plan, the Council needs to produce / adopt a new
affordable housing policy document for governing its affordable housing schemes.

Cybersecurity
This review was included in the audit plan to review its Cybersecurity readiness following
recent Cyber intrusion attempts at the County.
The UK government has endorsed a programme known as “Cyber Essentials”, which it has
recommended for use as a baseline set of Cyber Security “Best Practice” guidelines.
Included within the guidelines are the “10 steps to Cyber Security”, which this audit has used
as its scope.
The audit concluded with a limited assurance, raising 17 recommendations which have
been agreed with management. Eight of the recommendations are rated important; with the
remaining nine rated as needs attention.
It is worth noting that the report does set out a number of areas whereby there are sound
controls in place, which are operating consistently. The eight important recommendations
cover the following:
Secure Configuration
•

•

•

There are a small number of Windows Server 2003 machines utilised by the Council,
which require upgrading to ensure that the machines are adequately protected
against security vulnerabilities, because Server 2003 is no longer supported by
Microsoft. The work to address this will form part of the IT Strategy, which is currently
being drafted. Once approved, the subsequent work plan will address this weakness.
An external consultant is currently auditing the Microsoft licence estate; the outcomes
of this and the review of other software and hardware assets will ensure that the
Council’s hardware and software assets are manged effectively. Again the IT
Strategy will inform this work.
The existing Maintenance Window Protocol needs to be enhanced to include
procedures for managing business change, and to include / enable a Change Control
Board, thus ensuring formal accountability and full regard being taken for any
changes.
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•

There are policy restrictions on the use of external devices such as USB memory
sticks; however there is currently no physical ability to enforce the policy restrictions,
the use of encryption software will be rolled out to mitigate the associated risks.

Information Risk Management Regime
•
•

Senior responsibility for information security needs to be assigned, thus ensuring
appropriate accountability at the right level in the Council, and enabling this to be
managed appropriately.
The Council needs to document its IT operational risks, and ensure that there is
appropriate mitigation in place for the specific risks and that continual review is
undertaken. It is recognised that there are IT risks on the Strategic risk register, with
review of operational risks now needed. Effective management of risks is crucial to
the successful achievement of the teams’ objectives.

Network Security
•

There needs to be a risk assessment regarding the current lack of resilience for the
firewall and core switch appliances, to ensure that key Council services can continue
to be delivered in a seamless manner, should a key appliance fail. This issue will be
addressed through the implementation of the IT Strategy.

Incident Management
•

The current backup infrastructure involves an aging tape backup process only.
Inadequate backup solutions that are not periodically tested increase the risk that key
Council data cannot be recovered in a timely manner. This issue will be addressed
through the implementation of the IT Strategy.

Members will see that much of the mitigation for the issues raised link heavily through to the
IT Strategy which is currently being drafted. A decision regarding adoption of the Strategy is
expected in late 2016, for implementation in spring 2017. These recommendations will be a
priority within that new strategy work plan. Therefore it is important that this is delivered as
expected, and this will be reviewed by Internal Audit as part of the follow up work.
4.7

It is pleasing to note that the Strategic Housing audit concluded in a positive opinion being
awarded, with no issues that would need to be considered at year end and included in the
Annual Governance Statement. The implementation of the recommendations relating to
Cybersecurity will be monitored over the course of the financial year in order to ensure risks
are properly mitigated, the position at year end will determine if issues need to be included in
my Annual Report.

5.

PERFORMANCE MEASURES

5.1

The new Internal Audit Services contract includes a suite of key performance measures
against which the new contractor will be reviewed on a quarterly basis. There are a total of
11 indicators, over 4 areas. The performance measures can be seen at Appendix 4.

5.2

There are individual requirements for performance in relation to each measure; however
performance will be assessed on an overall basis as follows (for the first year):
•
•
•

9-11 KPIs have met target = Green Status.
5-8 KPIs have met target = Amber Status.
4 or below have met target = Red Status.
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Where performance is amber or red a Performance Improvement Plan will be developed by
the contractor and agreed with the Internal Audit Consortium Manager to ensure that
appropriate action is taken.
5.3

The first quarters work has been completed and a report on the performance measures was
provided to the Internal Audit Consortium Manager, outcomes highlights that performance is
at green status, with no issues to be addressed.

5.4

In addition to these quarterly reports from the Contractors Audit Director, ongoing weekly
updates are provided to ensure that delivery of the audit plan for the current financial year is
on track. A review of the most recent update indicates that work is progressing as expected.
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APPENDIX 1 – PROGRESS IN COMPLETING THE AGREED AUDIT WORK
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APPENDIX 2 – AUDIT REPORT EXECUTIVE SUMMARIES

Assurance Review of Strategic Housing
Executive Summary
OVERALL ASSURANCE ASSESSMENT

ACTION POINTS

Control Area

Urgent

Important

Needs Attention

Operational

Policy and Procedures Affordable Housing Policy

0

3

0

0

Record of Shared Equity
Schemes

0

0

0

1

Processing Applications,
Decision Making

0

0

2

2

Delegations and Spot
Checking

0

0

0

1

Total

0

3

2

4

SCOPE
The objective of the audit was to review the systems and controls in place within Strategic Housing, as detailed in the action points above, to help confirm that these are
operating adequately, effectively and efficiently.
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RATIONALE
• The systems and processes of internal control are, overall, deemed ‘Reasonable’ in managing the risks associated with Strategic Housing. The assurance
opinion has been derived as a result of three ‘important’ and two ‘needs attention’ recommendations being raised upon the conclusion of our work.
• The audit has also raised four ‘operational effectiveness matters’, which set out matters identified during the assignment where there may be opportunities
for service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money services.
KEY FINDINGS
Positive Findings
Record of Shared Equity Schemes
•

A consolidated record of the Low Cost Market Housing (Legacy) and Shared Equity Scheme cases exists with controlled user access.

Processing applications, decision making
•
•

Documentary evidence is provided in support of applications, whether the application is approved or rejected.
Although not specified in a written procedure as a requirement (although will be recommended), the Housing Business Support Assistant (HBSA)
referred an application for assessment to another officer due to him personally knowing the applicant and not wishing for a conflict of interest.

Issues to be addressed
The audit has highlighted the following areas where three ‘Important’ recommendations have been made:
Policy and Procedures – Affordable Housing Policy
•

Following adoption of the Local Plan, the Council to produce and formally adopt a new policy document for affordable housing initiatives, so as to
reduce the risk of confusion over schemes available and housing obligations not being met.

•

Written guidance is required for the day to day processing and assessment of affordable housing schemes currently operated by the Council, thereby
reducing the risk of incorrect assessment and of appeals being upheld through incorrect outcomes.

•

Documented levels of delegation to assess and approve applications for affordable housing schemes are required, to help reduce the risk of disputes
with final outcomes, should the decision be challenged.

The audit has highlighted the following areas where two ‘needs attention’ recommendations have been made:
Processing applications, decision making
•

Details of the officer assessing a shared equity application be clearly stated, along with a summary of the reasons for rejecting an application, where
applicable, so as to reduce the risk of uncertainty or confusion over who processed the application and why it was rejected, if appealed or if
independently reviewed.

•

There is a need to provide clarity over the timescales for processing applications and for these timescales to be monitored, so as to ensure they are
complied with. This is to reduce the risk of the Council not being able to demonstrate compliance with such requirements if challenged and help
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reduce the risk of unnecessary delays in processing times, potentially leading to complaints from applicants over the timeliness of processing
applications.
Operational Effectiveness Matters
The operational effectiveness matters, for management to consider, relate to:
Record of Shared Equity Schemes
•

Ensuring all live case files are accounted for and are accessible, particularly for cases assessed prior to May 2016, when responsibility for assessing
applications changed.

Processing applications, decision making
•

Reviewing the threshold (+/- £) which determines whether an application is accepted or rejected to ascertain whether it is set at the correct level and
reviewing the formulas set up in the assessment spreadsheet, used to calculate the overall outcome, to determine whether they are still reflective
local market conditions; having not been reviewed since it was first set up. No issues were noted with the information provided by the applicants or
how it had been input in to the assessment spreadsheet.

Delegations and Spot Checking
•

Spot checking samples of approved and rejected applications to confirm they have been correctly assessed.
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Assurance Review of Cybersecurity
Executive Summary

OVERALL ASSURANCE ASSESSMENT

ACTION POINTS
Control Area

Urgent

Important

Needs Attention

Operational

Information Risk Management
Regime

0

2

2

0

Secure Configuration

0

4

0

0

Network Security

0

1

2

0

User Education and
Awareness

0

0

1

0

Incident Management

0

1

0

1

Malware Prevention

0

0

1

0

Monitoring

0

0

2

1

Home and Mobile Working

0

0

1

0

Total

0

8

9

2

No recommendations were raised in the following areas: Managing User Privileges
and Removable Media Controls
SCOPE
The objective of the audit was to review the systems and controls in place for Cybersecurity, as detailed in the action points above, to help confirm that these are operating
adequately, effectively and efficiently.
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RATIONALE
• The systems and processes of internal control are, overall, deemed ‘Limited’ in managing the risks associated with Cybersecurity management. The
assurance opinion has been derived as a result of eight ‘important’ and nine ‘needs attention’ recommendations being raised upon the conclusion of our
work.
• The audit has also raised two ‘operational effectiveness matters’, which sets out matters identified during the assignment where there may be
opportunities for service enhancements to be made to increase both the operational efficiency and enhance the delivery of value for money services.
KEY FINDINGS
Positive Findings
It is acknowledged there are areas where sound controls are in place and operating consistently:
•

The Council has a corporate risk policy that is currently being reviewed;

•

Network administration is restricted to IT staff only. Other staff cannot install software, which reduces the risk of potential malware being introduced
to the network;

•

There are firewalls in place to control access to the Council’s network and to an internal “Walled Garden” network;

•

Connections to core network components to update configurations are only made via secured means;

•

Remote access to the Council’s network is only possible for users that have been pre-approved by management;

•

There are two anti-virus/malware systems in place. Kaspersky is used on the proxy servers, McAfee on other servers and user machines and
Mimecast is being deployed to filter email traffic. Multiple systems installed in different environments is considered good practice to help provide a
more holistic anti-virus/malware protection mechanism;

•

PSN requirements dictate the need for complex network passwords that are changed on a periodic basis. This is present for the Council’s network;

•

There is an Information Security Policy framework comprising a central Information Security Policy and other supporting policies;

•

Annual Penetration Tests and Internal Health Checks are conducted to satisfy PSN compliance requirements; and

•

Surface Pro and iPad mobile devices are present within the Council and are managed appropriately through security policies deployed to these
machines.
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Issues to be addressed
The audit has highlighted the following areas whereby controls would benefit from being strengthened, and as a result of these findings eight ‘important’
recommendations have been made.
Information Risk Management Regime
•

Corporate responsibility for Information Security needs to be assigned, to ensure that relevant Information Security risks are management effectively;

•

A formal IT risk register needs to be drafted and agreed, and then regularly reviewed to ensure relevant risk responses are taken and that these are
managed and monitored appropriately;

Secure Configuration
•

The upgrade of legacy Windows Server 2003 machines to be undertaken as a matter of urgency, as this Operating System is no longer being
supported by Microsoft, and there is an increased risk of security vulnerabilities not being patched;

•

A review of the Council’s Hardware and Software Assets and the related procedures is required, taking account of any recommendations that the
current audit of Microsoft licences being carried out by the external consultant may raise. Inadequate processes increase the risk of punitive and
reputational damage and unmanaged procurement;

•

The existing Maintenance Window Protocol to be enhanced to include procedures for managing business change, for example, service application
upgrades. . The lack of such processes increases the risk of unmanaged, unilateral changes being implemented.

•

Whilst there are policy restrictions on the use of external devices such as USB memory sticks, there needs to be the physical ability to enforce these
policy restrictions, thus ensuring that unauthorised devices are not used to copy potential malware to the network;

Network Security
•

A formal risk assessment needs to be conducted regarding the current lack of resilience for the firewall and core switch appliances and to deploy
additional resilience in these, and other, areas as appropriate, thus reducing the risk of network outages.

Incident Management
•

The current backup solution needs to be reviewed with a view to upgrading where possible. The current solution is aging and is not aligned to current
good practice in this respect, which increases the risk that systems and data cannot be recovered in a timely manner as required by the business.

The audit has also highlighted the following areas where nine ‘needs attention’ recommendations have been made.
Information Risk Management Regime
•

ICT policies to be updated to include version history dates as required, thus ensuring these are reviewed according to the required timetable;

•

The e-learning package that is currently in place within CPBS and East Lindsey District Council to be deployed for use at South Holland to deliver
relevant IT security training, if possible. Inadequate training increases the risk of staff not being aware of relevant IT security risks.
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Network Security
•

The IT device refresh policy that has been under discussion between CPBS and South Holland management to be documented and deployed.
Inadequate device refresh processes increases the risk that IT equipment falls out of support and is not fit for purpose;

•

There needs to be a formally documented periodic firewall rules review process, thus ensuring that unused rules are not being used as a mechanism
to gain unauthorised access to the network.

User Education and Awareness
•

All Users must formally sign off their acceptance of relevant IT Security policies, ensuring user accountability and responsibility.

Malware Prevention
•

To implement an appropriate legal warning banner for all users when they log into the network, ensuring that users are required to acknowledge their
legal obligations when accessing the network. The warning banner is typically configured to be displayed on screen. The only way a user can log
into the network is by clicking the banner away before being presented with the network log in screen.

Monitoring
•

User activity reporting that used to be produced for managers to be reinstated following a needs assessment to identify the data that management
would consider to be of value. The lack of reporting increases the risk that users not acting responsibly are not being detected;

•

Council management to work with CPBS to ensure that the Solarwinds log monitoring tool is deployed for South Holland logs to replace the current
Managed Engine tool. The tool is better equipped to manage log storage sizes, thus allowing a greater range of logs to be stored and reported upon.
Inadequate log management increases the risk that unauthorised or inappropriate network activity goes undetected.

Home and Mobile Working
•

Users granted access to remote working facilities must sign off their acceptance of the remote working policy, thus ensuring accountability when
using the system.

Operational Effectiveness Matters
The operational effectiveness matters, for management to consider relate to updating the Incident Management policy to include processes for reporting
incidents to potential interested parties and adding commentary to the event log policy linking it to the Incident Management Policy for guidance on how to
escalate any issues found.
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APPENDIX 3 – PERFORMANCE MEASURES
Area / Indicator
Audit Committee / Senior Management
1. Audit Committee Satisfaction – measured
annually
2. Chief Finance Officer Satisfaction –
measured quarterly
Internal Audit Process
3. Each quarters audits completed to draft
report within 10 working days of the end
of the quarter
4. Quarterly assurance reports to the
Contract Manager within 15 working days
of the end of each quarter
5. An audit file supporting each review and
showing clear evidence of quality control
review shall be completed prior to the
issue of the draft report ( a sample of
these will be subject to quality review by
the Contract Manager)
6. Compliance with Public Sector Internal
Audit Standards
7. Respond to the Contract Manager within
3 working days where unsatisfactory
feedback has been received.
Clients
8. Average feedback score received from
key clients (auditees)
9. Percentage of recommendations
accepted by management
Innovations and Capabilities
10. Percentage of qualified (including
experienced) staff working on the
contract each quarter
11. Number of training hours per member of
staff completed per quarter

Target
Adequate
Good
100%
100%
100%

Full
100%

Adequate
90%
60%
1 day
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