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1. Policy Aim
This document provides a summary of the Information Security Framework adopted
throughout the organisation to ensure the highest standards of Information security
are maintained.

Responsible

Head of ICT & Digital

Accountable

Chief Executive (PSPS), Executive Director Strategy & Governance (SHDC),
Assistant Director (ELDC)

Consulted

Data Protection Officers, ICT Security Lead

Informed

All ICT Users

2. Introduction
This is a joint Information Security Framework Overview. Where “The Organisation”
is referenced, this refers to either Public Sector Partnership Services or its Client
Council’s South Holland District Council or East Lindsey District Council.
In order to ensure the continued delivery of services to our customers, we are
making increasing use of Information and Communication Technology (ICT) and
customer information.
The information that we hold, processes, maintains and shares is an important asset
that, like other important business assets, needs to be suitably protected.
In order to build public confidence and ensure that the Organisation complies with
relevant statutory legislation, it is vital that we maintain the highest standards of
information security.
As such, a number of policies are in place to maintain these high standards of
information security
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3. Roles and Responsibilities
The following roles are those formally defined within the Policy:
Role

Responsibility

The
Organisations
Chief
Executive/Head
of Operations

Supporting Company/Authority compliance with the policy

Senior
Management
Team

Ensuring the policy adheres to statutory legislation & guidance
and that it is embedded in the workforce and ensuring
managers and Team Leaders show compliance with the policy
and it is understood.

Managers &
Team Leaders

Understanding and complying with the policy, ensuring it is
available to team members, and advising on it.

All Staff

Understanding and complying with the policy.

Version 1.1

19/02/2019

Page | 5

4. Information Governance
Information Governance is much more than securing ICT systems. It involves the
overarching management of information through policy, standards and procedures.
In its simplest format, Information Management is used to govern the collection,
storage, processing, dissemination, archival and destruction of information, either in
a physical or digital manner. Coupled with the People Policies governing the
acceptable codes of practice and underpinned by Information Security, the result is a
consistent and considered approach to Information Governance.
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5. Information Security Framework
Written specifically to support the ICT Policies, Procedures and Principles, this
Framework Overview is only concerned with the Information Security Framework its
contents.
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6. Information Security Framework Structure

The ICT Principles employed by ICT underpin the technical deliverables for the ICT
Team. This document forms an inward facing standard used for the consistent and
robust delivery of the ICT Service.
The Procedures are a mixture of internal and external documents that offer step by
step guidelines for certain reoccurring tasks to ensure a consistent approach to
accomplish an end result.
The Policies are end-user facing agreed documents that set the guiding principle in
the use of ICT across the Organisation. Not all policies will apply to all users.

5 Review
As an overview, this document should be reviewed at least once every two years to
ensure that it remains fit for purpose. It may need reviewing more regularly in
response to specific legislation changes or changes to best practice guidance.
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1. Policy Aim
The aim of this Policy is to define the mechanisms and roles through which the
Organisation will demonstrate accountability and compliance with regards to
ensuring its staff are authorised and trained before accessing the ICT systems. It
will define the acceptable usage of the ICT infrastructure/equipment and offer advice
and guidance for password and credential management thus ensuring the continued
confidentiality, integrity and availability of the Organisations data.
It will also provide employees with clear guidance in the acceptable and appropriate
use of the Organisations ICT equipment and services.

Responsible

Head of ICT & Digital

Accountable

Chief Executive (PSPS), Executive Director Strategy & Governance (SHDC),
Assistant Director (ELDC)

Consulted

Data Protection Officers, ICT Security Lead

Informed

All ICT Users

2. Introduction
This is a joint Employee Access Policy. Where “The Organisation” is referenced, this
refers to either Public Sector Partnership Services or its Client Council’s South
Holland District Council or East Lindsey District Council.
The Organisations intentions for publishing this Employee Access Policy is not to
impose restrictions that are contrary to the Organisations established culture of
openness, trust and integrity. We are committed to protecting the Organisation and
its employees and partners from illegal or damaging actions by individuals, either
knowingly or unknowingly.
In accordance with industry ‘best practices’ and to comply with compliance
regulations, the Organisation has prepared various Information Security policies and
procedures which are intended to protect the confidentiality, integrity and availability
(CIA) of their critical client data and their computing resources.
The purpose of this policy is to outline the acceptable use of computer equipment at
the Organisation. It applies to the use of information, electronic and computing
devices, and network resources to conduct the Organisations business or interact
with internal networks and business systems, whether owned or leased by the
Organisation, the employee, or a third party. It establishes the principles and
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working practices that are to be adopted by all users for ensuring the ICT systems
are used in a manner than preserves security and integrity.
Computer and telephony resources include, but are not restricted to, the following:









Personal computers
Portable laptop computers
Tablets
Terminals
Smart phones
Printers
Network equipment
Telecommunications facilities

The Organisation holds large amounts of personal and classified information.
Information security is very important to help protect the interests and confidentiality
of the Organisation and its customers. Information security cannot be achieved by
technical means alone. Information security must also be enforced and applied by
people, and this policy addresses security issues related to people.
The procedures accompanying this policy are split into 3 key stages of a user’s
access to information or information systems used to deliver the Organisations
business:
a) Pre system access - checks must be made to ensure that the individual is
suitable to allow access to information systems, these might include preemployment checks, DBS check etc.
b) During system usage - users must be trained and equipped to use systems
securely and their access must be regularly reviewed to ensure it remains
appropriate.
c) Post system access - When a user’s requirement for access to information or
information systems ends (i.e. when a user terminates their employment with
the Organisation, or changes their role so that access is no longer required) access needs to be removed in a controlled manner.
This policy also applies to third party access to Organisations information systems
(e.g. contractors, service providers, voluntary agencies and partners) in addition to
the Third Party Access Policy.
This policy applies to Councillors, employees, contractors, consultants, temporaries,
and other workers at the Organisation, including all personnel affiliated with third
parties (contractors, service providers and partners).
This Employee Access Policy forms part of the Information Security Framework.
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3. Roles and Responsibilities
The following roles are those formally defined within the Policy:
Role

Responsibility

The
Organisations
Chief
Executive/Head
of Operations

Supporting Company/Authority compliance with the policy

Senior
Management
Team

Ensuring the policy adheres to statutory legislation & guidance
and that it is embedded in the workforce and ensuring
managers and Team Leaders show compliance with the policy
and it is understood.

Managers &
Team Leaders

Understanding and complying with the policy, ensuring it is
available to team members, and advising on it.

All Staff

Understanding and complying with the policy.

4. Definition
The Organisation understands that to reduce the risk of theft, fraud or inappropriate
use of its information systems, anyone that is given access to Organisations
information systems must:






Be suitable for their roles
Fully understand their responsibilities for ensuring the security of the
information
Only have access to the information they need
Only use the information for the purpose it was obtained
Request that this access be removed as soon as it is no longer required.

This policy must therefore be applied prior, during and after any user’s access to
information or information systems used to deliver the Organisations business.
Access to Organisations information systems will not be permitted until the
requirements of this policy have been met or if a user is found to be in breach of this
policy.
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5. Policy Statement
Every user must be aware of, and understand, the following policies:
Information Security Framework Overview
Employee Access Policy
ICT Incident Management Procedure
Systems Acquisition, Development and Deployment Policy
In addition, subject specific policies will be applicable where additional ICT
requirements are required, for example, Remote Working and Removable Media
Policies.

5.1

Starters & Leavers – Line Manager Responsibility

5.1.1 Prior to Employment
The Organisation must ensure that potential users are recruited in line with the
Organisation’s Recruitment and Selection Policy for the roles they are considered for
and to reduce the risk of theft, fraud or misuse of information or information systems
by those users.
5.1.2 Role and Responsibilities
Decisions on the appropriate level of access to information or information systems
for a particular user are the responsibility of the appropriate Business Manager.
Line managers are responsible for ensuring that creation of new users, changes in
role, and termination of users are notified to the HR Section in a timely manner,
using an agreed process.
Applications for access to ICT services must only be submitted by an authorised
member of staff.
The information security responsibilities of users must be defined and documented
and incorporated into induction processes and contracts of employment. As a
minimum this will include:






A statement that every user is aware of, and understands, the following
Council policies:
Information Security Framework Overview
Acceptable Use Policy
ICT Incident Management Procedure
Systems Acquisition, Development and Deployment Policy
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5.1.3 User Screening
Background verification checks must be carried out on all potential users, in
accordance with all relevant laws, regulations and ethics. The level of such checks
must be appropriate to the business requirements, the classification of the
information to be accessed, and the risks involved.
The basic requirements for Organisation employment must be:





Minimum of two satisfactory references.
Completeness and accuracy check of employee’s application form.
Confirmation of claimed academic and professional qualifications.
Identity check against a passport or equivalent document that contains a
photograph.

Users who require access to a .gov.uk email facility must be cleared to “Baseline
Personnel Security Standard”. The following requirements must be met:










Minimum of 2 satisfactory references.
Completeness and accuracy check of employee’s application form.
Confirmation of claimed academic and professional qualifications.
Identity check against a passport or equivalent document that contains a
photograph. Identity must be proven through visibility of:
o A full 10 year passport.
Or two from the following list:
o British driving licence.
o P45 form.
o Birth certificate.
o Proof of residence – i.e. council tax or utility bill.
Verification of full employment history for the past 3 years.
Verification of nationality and immigration status.
Verification of criminal record (unspent convictions only).

DBS checks on the user must be carried out to an appropriate level as demanded by
law.
Where access is to systems processing payment card data, credit checks on the
user must be carried out to an appropriate level as required by the Payment Card
Industry Data Security Standards (PCI-DSS).
All the above requirements for verification checks must be applied to technical
support and temporary staff that have access to those systems or any copies of the
contents of those systems (e.g. backup tapes, printouts, test data-sets).
5.1.4 Terms and Conditions of Employment
As part of their contractual obligation users must agree and sign the terms of their
employment contract, which shall state their and the Organisation’s responsibilities
for information security.
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Each user must sign a confidentiality statement that they understand the nature of
the information they access, that they will not use the information for unauthorised
purposes and that they will return or destroy any information or assets when their
employment terminates.
5.1.5 During Employment
5.1.5.1 During Continued Employment
The Organisation must ensure that all users are aware of information security threats
and concerns, their responsibilities and liabilities, and are equipped to support
organisational security policy in the course of their work, and to reduce the risk of
human error. It is also necessary that user changes in role or business environment
are carried out in a systematic manner that ensures the continuing security of the
information systems to which they have access.
5.1.5.2

Management Responsibilities

Line managers must notify the appropriate function in a timely manner of any
changes in a user’s role or business environment, to ensure that the user’s access
can be changed as appropriate.
Processes must ensure that access to information systems is extended to include
new user requirements and also that any access that is no longer needed is
removed.
Any changes to user access must be made in a timely manner and be clearly
communicated to the user.
Departmental managers must ensure that staff understand and be aware of
information security threats and their responsibilities in applying appropriate
Organisation policies.
5.1.5.3

Information Security Awareness, Education and Training

All users must receive appropriate information security awareness training and
regular updates in related statute and organisational policies and procedures as
appropriate to their role.
It is the role of managers to ensure that their staff are adequately trained and
equipped to carry out their role efficiently and securely.
5.1.6 Job Role Changes & Leavers
5.1.6.1 Secure Termination of Employment
Termination of employment may be due to resignation, change of role, suspension or
the end of a contract or project. The key requirement is that access to
Organisational information assets is removed in a timely manner when no longer
required by the user.
5.1.6.2

Termination Responsibilities

Line managers must notify the HR Section in a timely manner of the impending
termination or suspension of employment so that their access can be suspended.
The appropriate system owners will then be notified to ensure access for that user is
suspended at an appropriate time, taking into account the nature of the termination.
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Responsibilities for notifying changes, performing employment termination or change
of employment must be clearly defined and assigned.
5.1.6.3

Return of Assets

Line Managers must ensure that users return all of the organisation’s assets in their
possession upon termination of their employment, contract or agreement. This must
include any copies of information in any format.
5.1.6.4

Removal of Access Rights

Processes must be implemented to ensure that all access rights of users of
Organisational information systems shall be removed in a timely manner upon
termination or suspension of their employment, contract or agreement.
Processes and responsibilities must be agreed and implemented to enable
emergency suspension of a user’s access when that access is considered a risk to
the Organisation or its systems.

5.2

General Use and Ownership

5.2.1 Information stored on electronic and computing devices remains the
sole property of the Organisation. You must ensure through legal or
technical means that information is protected and you should have an
understanding of your responsibilities under the statutory legislation.
5.2.2 You have a responsibility to promptly report the suspected or actual
theft, loss or unauthorized disclosure of the Organisations proprietary
information in accordance with the ICT Incident Management
Procedure, Data Protection Policy and the associated Breach
Management Procedure.
5.2.3 You have a responsibility to ensure ICT equipment is located in
suitable physical locations e.g. in a location limiting the risk from
environmental hazard (such as heat, water, dust etc) and in a location
limiting the risk of theft.
5.2.4 You have a responsibility to ensure any data you are processing is not
visible by anyone where there exists no business need, for example,
colleagues, customers, family etc.
5.2.5 You have a responsibility to report any suspected or confirmed ICT
Security events in accordance with the ICT Incident Management
Procedure.
5.2.6 You may access, use or share the Organisations information only to
the extent it is authorised and necessary to fulfil your assigned job
duties.
5.2.7 Authorised individuals within the Organisation may monitor equipment,
systems and network traffic at any time, in accordance with the
Forensics and Audit Policy.
5.2.8 The Organisation operate a clear desk policy, both home and office
locations should be clear of personal, confidential, or any information
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relating to clients or citizens at the end of each day. Work should be
stored in a locked cupboard overnight.
5.2.9 The Organisation retains the right to monitor and access use of its data
and systems/services to ensure continued compliance with this policy.

5.3

Security and Information

5.3.1 System level and user level passwords must comply with the Password
Management section of this Policy. Providing access to another
individual, either deliberately or through failure to secure its access, is
prohibited.
5.3.2 The connection of non-organisation owned equipment to the corporate
network is prohibited. Guidance should be sought from the ICT
Department is this is a requirement.
5.3.3 All computing devices must be secured with an automatic lock set to 10
minutes or less. In addition you are expected to routinely manually lock
the screen or log off when the device is unattended, using “Windows
Key + L”
5.3.4 Only Organisation owned devices must be connected to the ICT
network.
5.3.5 Employees must use extreme caution when opening e-mail
attachments received from unknown senders.
5.3.6 Employees must exercise caution with the transmittal of data and must
not transmit by email or any other method, any file which they know to
be infected with a virus, malware etc.
5.3.7 Employees must not download data or programs of any nature from
unknown sources.
5.3.8 Employees must ensure that an effective anti-virus system is operating
on any computer which they use to access the ICT facilities.
5.3.9 Employees must not forward virus warnings other than to the ICT
Service Desk.
5.3.10 Employees must report any suspected files to the ICT Service Desk.
5.3.11 Remote access to the Organisation’s ICT network must be explicitly
requested through the ICT Service Desk.
5.3.12 Partners or 3rd party suppliers must not be given details of how to
access the Organisations network without permission from the ICT
Department.
5.3.13 Data should not be saved to the local drive of your end user device.
5.3.14 Access provision must be made in accordance with the Starters and
Leavers procedure.
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5.4

Email and Communications

5.4.1 All use of email must be consistent with the Organisations values and
ethos of ethical conduct, safety, compliance with applicable laws and
proper business practices.
5.4.2 The Organisations/individual email accounts should be used primarily
for business-related purposes; personal communication is permitted on
a limited appropriate basis, but non-organisations related commercial
uses are prohibited.
5.4.3 All emails that are used to conduct or support official business must be
sent using a “@e-lindsey.gov.uk”, “@sholland-breckland.gov.uk”,
“@sholland.gov.uk” or “@pspsl.co.uk” address.
5.4.4 All data contained within an email message or an attachment must be
secured according to the current company standard.
5.4.5 Email should be retained only if it qualifies as a business record. Email
is a business record if there exists a legitimate and ongoing business
reason to preserve the information contained in the email. Any email
that required preserving as such should be held outside of the email
system.
5.4.6 Email that is identified as a business record shall be retained according
to the Organisations Record Retention Schedule and in accordance
with current legal and regulatory requirement.
5.4.7 Using a reasonable amount of the Organisations resources for
appropriate personal emails is acceptable during non-working hours or
breaks, but non-work related email shall be saved in a separate folder
from work related email.
5.4.8 Organisation employees shall have no expectation of privacy in
anything they store, send or receive on the company’s email system.
5.4.9 The legal status of an email message is similar to any other form of
written communication. Consequently, any e-mail message sent from
a facility provided to conduct or support official Organisational business
should be considered to be an official communication. All external
email will carry the official Organisational disclaimer. A copy is
available upon request to the Organisations ICT Department.
5.4.10 Email must not be considered to be any less formal than memo’s or
letters that are sent out from a particular Service or the Organisation.
When sending external email, care should be taken not to contain any
material which would reflect poorly on the Organisations reputation or
its relationship with customers, clients or business partners.
5.4.11 Whilst respecting the privacy of authorised users, the Organisation
maintains its legal right, in accordance with current legal and regulatory
requirements to monitor and audit the use of email by authorised users
to ensure adherence to this Policy. Users should be aware that
deletion of e-mail from individual accounts does not necessarily result
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in permanent deletion from the ICT systems. Where a manager
suspects that the email facilities are being abused by a user, they
should contact the ICT Service Desk.
5.4.12 Access to another employee’s email is strictly forbidden unless the
employee has given their consent, is the subject of a legitimate
ongoing investigation or their email needs to be accessed by their line
manager for specific work purposes whilst they are absent. If this is
the case, access will be given on the submission of an ICT Service
Request submitted by the authorising Officer. Access to an
employee’s email account must be absolutely necessary and has to be
carried out with regard to the rights and freedom of the employee.
Managers must only open emails which are relevant.
5.4.13 It should be noted that email and attachments may need to be
disclosed in accordance with the ICT Audit & Forensic Computing
Policy.
5.4.14 There may be instances where a user will receive unsolicited mass
junk email or spam. It is recommended that users delete such
messages without reading them or replying to them. The Organisation
employs a sophisticated email filtering solution which should be used to
block unwanted email as appropriate.
5.4.15 When away from the Office or otherwise unable to respond to emails
for an extended period, users should use the ‘Out of Office’ function to
ensure that the person initiating an email is aware that the email will
not be actioned for some time or given an alternative contact point.
5.4.16 The Organisations email service will not process emails in excess of 60
megabytes. Employees should be aware that not all external Internet
Service Providers will be able to process email of this size, therefore
you should check with the intended recipient whether the email has
been received.
5.4.17 The organisation will ensure that email is virus checked at the network
boundary and at the host, and where appropriate will use two
functionally independent virus checkers.
5.4.18 Confidentiality of an email cannot be assured when messages are sent
over outside networks, such as the Internet, because of the insecure
nature of the network.
5.4.19 Care should be taken when addressing all emails, but particularly
where they include sensitive or confidential information, to prevent
accidental transmission to unintended recipients. Particular care
should be taken if the email client software auto-completes an email
address as the user begins typing a name.
5.4.20 The Organisation supplies desk and mobile phones for business
purposes. Devices should be used in accordance with this policy.
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5.5

Internet & Social Media

5.5.1 Access to the Internet should only be used to access anything in
pursuance of your work including; access to and/or provision of
information, research, electronic commerce (e.g. purchasing
equipment).
5.5.2 At the discretion of your line manager, and provided it does not
interfere with your work, the Organisation permits appropriate personal
use of the Internet in your own time (for example during your lunchbreak or before or after work).
5.5.3 When using company resources to access and use the Internet, users
must realise they represent the company. Whenever employees state
an affiliation to the company, they must also clearly indicate that "the
opinions expressed are my own and not necessarily those of the
company".
5.5.4 Employees accept that the Organisation is not responsible for any
personal transactions you enter into - for example in respect of the
quality, delivery or loss of items ordered. You must accept
responsibility for, and keep the Organisation protected against, any
claims, damages, losses or the like which might arise from your
transaction - for example in relation to payment for the items or any
personal injury or damage to property they might cause.
5.5.5 You should ensure that personal goods and services purchased are
not delivered to the Organisations property. Rather, they should be
delivered to your home or other personal address.
5.5.6 Personal use of the internet will still be subject to the same content
filtering as applied to corporate internet access.
5.5.7 All personal usage must be in accordance with this policy. Your
computer and any data held on it are the property of the Organisation
and may be accessed at any time by the Organisation to ensure
compliance with all its statutory, regulatory and internal policy
requirements.
5.5.8 The provision of Internet access is owned by the Organisation and all
access is recorded, logged and interrogated for the purposes of
compliance with statutory, regulatory and internal policy requirements.
5.5.9 Access to Social Media for work purposes is with the explicit consent of
your line manager and will be reviewed on an individual basis.
5.5.10 Access to Social Media for personal use is with explicit consent of your
line manager, and provided it does not interfere with your work. Such
requests will be reviewed on an individual basis.
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5.6

Unacceptable Use

The following activities are, in general, prohibited. Employees may be exempted
from these restrictions during the course of their legitimate job responsibilities by
a member of the Senior Management Team.
Under no circumstances is an employee of the Organisation authorised to
engage in any activity that is illegal under local, British, European or international
law while utilising Organisation owned resources.
The lists below are by no means exhaustive, but attempt to provide a framework
for activities which fall into the category of unacceptable use.
Any unacceptable use of ICT systems/services will be subject to the
Organisation’s Disciplinary Policy.
5.6.1 System and Network Activities
The following activities are strictly prohibited, with no exceptions:
5.6.1.1 Violations of the rights of any person or company protected by
copyright, trade secret, patent or other intellectual property, or
similar laws or regulations, including, but not limited to, the
installation or distribution products that are not appropriately
licensed for use.
5.6.1.2 Unauthorised copying of copyrighted material including, but not
limited to, digitisation and distribution of photographs from
magazines, books or other copyrighted sources, copyrighted music,
and the installation of any copyrighted software for which the
Organisation or the end user does not have an active license is
strictly prohibited.
5.6.1.3 Unauthorised storing, loading or execution of software which
has not been purchased in accordance with Organisation
procurement procedures and in line with the Systems Acquisition
and Development Policy.
5.6.1.4 Unauthorised execution of software that has not been the
subject of formal virus checking procedures.
5.6.1.5 Accessing data, a server or an account for any purpose other
than conducting corporate business, even if you have authorised
access.
5.6.1.6 Exporting software, technical information, encryption software or
technology, in violation of international or regional export control
laws, is illegal. The appropriate management should be consulted
prior to export of any material that is in question.
5.6.1.7 Introduction of malicious programs into the network or server
(e.g., viruses, worms, Trojan horses, e-mail bombs, etc.).
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5.6.1.8 Revealing your account password to others or allowing use of
your account by others. This includes family and other household
members when work is being done at home.
5.6.1.9 Using a corporate computing asset to actively engage in
procuring or transmitting material that is in violation of UK law
5.6.1.10 Effecting security breaches or disruptions of network
communication. Security breaches include, but are not limited to,
accessing data of which the employee is not an intended recipient
or logging into a server or account that the employee is not
expressly authorised to access, unless these duties are within the
scope of regular duties. For purposes of this section, "disruption"
includes, but is not limited to, network sniffing, ping flooding, packet
spoofing, denial of service, and forged routing information for
malicious purposes.
5.6.1.11 Executing any form of network monitoring which will intercept
data not intended for the employee's host, unless this activity is a
part of the employee's normal job/duty.
5.6.1.12 Circumventing user authentication or security of any host,
network or account.
5.6.1.13 Using any program/script/command, or sending messages of
any kind, with the intent to interfere with, or disable, a user's
terminal session, via any means, locally or via the
Internet/Intranet/Extranet.
5.6.1.14 Storing, processing or printing of data for a purpose which is not
related to the business activity of the Organisation.
5.6.1.15 Providing information about, or lists of, the Organisations
employees to parties outside of the Organisation.
5.6.2 Email Activities
The following activities are strictly prohibited, with no exceptions:
5.6.2.1 Sending unsolicited email messages, including the sending of
"junk mail", chain letters or other advertising material to individuals
who did not specifically request such material (email spam).
5.6.2.2 The email system shall not to be used for the creation or
distribution of any disruptive or offensive messages, including
offensive comments about race, gender, hair colour, disabilities,
age, sexual orientation, pornography, religious beliefs and practice,
political beliefs, or national origin. Employees who receive any
emails with this content from any employee should report the matter
to their supervisor immediately.
5.6.2.3 Unauthorised use of email header information.
5.6.2.4 Solicitation of email for any other email address, other than that
of the poster's account, with the intent to harass or to collect replies.
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5.6.2.5 Automatically forwarding email to a third party email system.
Individual messages which are forwarded by the user must not
contain confidential or personal information.
5.6.2.6 Non-work email accounts must not be used to conduct or
support official Organisation business. Employees must ensure
that any emails containing sensitive information must be sent from
an official email address. Emails that contain sensitive/special
category data should be contained within a password protected
document rather than in the text of the email. All emails that
represent aspects of official business or administrative
arrangements are the property of the Organisation and not of any
individual employee.
5.6.2.7 The unauthorised transmission to a third party of personal or
confidential material concerning the activities of the Organisation.
5.6.2.8 The transmission of material such that this infringes the
copyright of another person, including intellectual property rights.
5.6.2.9 The creation or transmission of material which brings the
Organisation into disrepute.

5.6.3 Cloud Storage
5.6.3.1 Cloud Storage is only to be used to transfer files between
agreed parties. Only files that have been added by or for agreed
third parties must be transferred, no personal use is permitted.
5.6.3.2 Cloud Storage is not considered a file storage area, files are not
to be retained. Once transfer to or from the third party has
concluded the files should be deleted.
5.6.3.3 Cloud Storage carries a risk of Virus transmission. Please
ensure any files from third parties are expected and as agreed. Do
not transfer a file if the third party has not informed you of its arrival,
always enquire if unsure.
5.6.3.4 Please do not transfer Official-Sensitive information via Cloud
Storage. If you are unsure what type of information is appropriate
please contact the ICT Department or the DPO.
5.6.4 Telephones (Desk phones, Mobiles & Smart devices)
The following activities are prohibited:
5.6.4.1 The use of Organisation resources to make private calls, without
Manager authorisation. Where authorisation has been obtained,
each employee should keep a record of the private calls they make.
Periodic and regular collections should be made. Where an
itemised telephone bill is available, the actual cost of each private
call per the bill (plus VAT) should be recharged to the relevant
employee. Employees should check the details of the itemised bills
against their own records of private calls. Where itemised bills are
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not available, charges based upon the appropriate tariff should be
applied.
5.6.4.2 The use of Smart devices (i.e. Smart Phones and Tablets) for
personal use without the explicit consent of the Manager. Where
the use of Mobile data is concerned, the employee agrees to
calculate the usage at the normal tariff for the day and time of use
and repay the Organisation. This is in order to be equitable between
employees and to ensure that it is the Organisation, and not
employees who use the mobile telephone for private purposes, who
benefit from contracted data usage that is associated with the
organisation-owned device.
5.6.4.3 The use of a supplied device with mobile data capabilities for
tethering or as a data hotspot without explicit consent from the
Manager.
5.6.4.4 The use of a mobile phone or smart device for the sharing of
personal or confidential information. Alternative, more secure
channels should be used.
5.6.4.5 The use of personal devices to make and receive calls during
standard hours of service provision is not explicitly prohibited but
where possible, these calls should be made during employee’s rest
breaks.
5.6.5 Desk and workstations
5.6.5.1 The Organisation has a clear desk policy in place. Information
should not be left on desk or workstations either within the place of
work or at home when unattended and should be removed from
view if left unsupervised.
5.6.6 Internet Access
Access to the following categories of websites is strictly prohibited and
technically controlled:
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Illegal
Pornographic
Violence
Hate and discrimination
Offensive
Weapons
Hacking
Web chat
Gambling
Dating
Radio stations
Games
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Webmail
Social networking sites

Should you require access to a resource which is currently prohibited, access
will be reviewed on an individual basis subject to the receipt of a signed
business case by your line manager.
Except where it is strictly and necessarily required for your work, for example
ICT audit activity or other investigation, you must not:
5.6.6.1 Create, download, upload, display or access knowingly, sites
that contain pornography or other “unsuitable” material that might
be deemed illegal, obscene or offensive.
5.6.6.2 Subscribe to, enter or use peer-to-peer networks or install
software that allows sharing of music, video or image files
5.6.6.3 Subscribe to, enter or utilise real time chat facilities such as chat
rooms, text messenger or pager programs.
5.6.6.4 Subscribe to, enter or use online gaming or betting sites.
5.6.6.5 Subscribe to or enter “money making” sites or enter or use
“money making” programs. Run a private business.
5.6.6.6 Download any software that does not comply with the System
Acquisition, Development and Deployment Policy.
5.6.6.7 Attempt to bypass the Organisations Proxy system.
The above list gives examples of “unsuitable” usage but is neither exclusive
nor exhaustive. “Unsuitable” material would include data, images, audio files
or video files the transmission of which is illegal under British law, and,
material that is against the rules, essence and spirit of this and other
Organisation policies.
5.6.7 Social Media
The use of Social Media by employees, whether using the Organisation’s
property and systems or personal computer systems, is also subject to the
terms and restrictions set forth in this Policy.
5.6.7.1 Employees shall not engage in any Social Media that may harm
or tarnish the image, reputation and/or goodwill of the Organisation
and/or any of its employees.
5.6.7.2 Employees shall not engage in any discriminatory, disparaging,
defamatory or harassing comments when utilising Social Media or
otherwise engaging in any conduct prohibited by the Organisation.
5.6.7.3 Employees may also not attribute personal statements, opinions
or beliefs to the Organisation when engaged in Social Media. If an
employee is expressing his or her beliefs and/or opinions, the
employee may not, expressly or implicitly, represent themselves as
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an employee or representative of the Organisation. Employees
assume any and all risk associated with Social Media.

5.7

Password Management

5.7.1 Password Creation
5.7.1.1 All user-level and system-level passwords must conform to the
Password Construction Guidelines below.
5.7.1.2 Users must not use the same password for Organisation system
access as for other personal access (for example, personal ISP
account, internet shopping, bank and so on).
5.7.2 Password Construction Guidelines
All passwords should meet or exceed the following guidelines
Strong passwords have the following characteristics:







Contain at least 8 alphanumeric characters.
Contain both upper and lower case letters.
Contain at least one number (for example, 0-9).
Contain at least one special character (for example,!$%^&*()_+|~=\`{}[]:";'<>?,/).
A passphrase is more secure than a password e.g.
imgladmypasswordisagoodone
A 3 word phrase is recommended, substituting numbers and special
characters e.g. I’mGladMyP@ssw0rdIsAS3cure1

Poor, or weak, passwords have the following characteristics:








Can be found in a dictionary, including foreign language, or exist in a
language slang, dialect, or jargon.
Contain personal information such as birthdates, addresses, phone
numbers, or names of family members, pets, friends, and fantasy
characters.
Contain work-related information such as building names, system
commands, sites, companies, hardware, or software.
Contain number patterns such as aaabbb, qwerty, zyxwvuts, or
123321.
Contain common words spelled backward, or preceded or followed by
a number (for example, terces, secret1 or 1secret).
Are some version of “Welcome123” “Password123” “Changeme123”

5.7.3 Protecting Passwords
The following guidelines must be adhered to at all times:
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5.7.3.1 Passwords must not be shared with anyone. All passwords are
to be treated as sensitive, confidential information.
5.7.3.2 Do not share passwords with anyone, including assistants,
secretaries, managers, co-workers while on planned absence from
work.
5.7.3.3 Never use the 'remember password' function.
5.7.3.4 Never write your passwords down or store them where they are
open to theft.
5.7.3.5 Passwords must not be inserted into email messages
5.7.3.6 Passwords must not be revealed over the phone to anyone
5.7.3.7 Never store your passwords in a computer system without
encryption.
5.7.3.8 Do not use any part of your username within the password.
5.7.3.9 Do not use the same password to access different Organisation
systems.
5.7.3.10 Do not use the same password for systems inside and outside
of work.
5.7.4 Changing Passwords
5.7.4.1 All user-level passwords must be changed at a maximum of
every 90 days, or whenever a system prompts you to change it.
5.7.4.2 Default passwords must also be changed immediately. If you
become aware, or suspect, that your password has become known
to someone else, you must change it immediately and report your
concern to the IT Service Desk.
5.7.4.3 Users must not reuse the same password within 20 password
changes.
5.7.4.4 Password cracking or guessing may be performed on a periodic
or random basis by the ICT Team or its chosen security partner. If a
password is guessed or cracked during one of these scans, the
user will be required to change it to be in compliance with the
Password Construction Guidelines.
5.7.5 System Administration Standards
All Organisation ICT systems will be configured to enforce the following:
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Authentication of individual users, not groups of users - i.e. no generic
accounts.
Protection with regards to the retrieval of passwords and security
details.
System access monitoring and logging - at a user level.
Role management so that functions can be performed without sharing
passwords.
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Password admin processes must be properly controlled, secure and
auditable.
All system-level passwords (for example, root, enable, NT admin,
application administration accounts, and so on) must be changed at
least every 90 days.

6 Review
As a standard principle, this policy should be reviewed at least once every two years
to ensure that it remains fit for purpose. It may need reviewing more regularly in
response to specific legislation changes or changes to best practice guidance.

7 Policy Compliance
If any user is found to have breached this policy, they will be subject to the
Organisations disciplinary procedure. If a criminal offence is considered to have
been committed further action may be taken to assist in the prosecution of the
offender(s).
If you do not understand the implications of this policy or how it may apply to you,
seek advice from the ICT Department.

8 Related Policies
Information Security Framework Overview
Audit & Forensic Computing Policy
Data Protection Policy
Breach Management Procedure
ICT Incident Management Procedure
Audit Policy
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Systems Acquisition and Development Policy
Starters & Leavers Procedure
Employers Code of Conduct
Employers Disciplinary Policy
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1. Policy Aim
The aim of this Policy is to define the broad mechanisms and roles through which the
Organisation will be able to demonstrate accountability and compliance with regards
to Removable Media.

Responsible

Head of ICT & Digital

Accountable

Chief Executive (PSPS), Executive Director Strategy & Governance (SHDC),
Assistant Director (ELDC)

Consulted

Data Protection Officers, ICT Security Lead

Informed

All ICT Users

2. Introduction
This is a joint Removable Media Policy. Where “The Organisation” is referenced,
this refers to either Public Sector Partnership Services or its Client Council’s South
Holland District Council or East Lindsey District Council.
The policy establishes the principles and working practices that are to be adopted by
all users in order for data to be safely stored and transferred on removable media.
This policy aims to ensure that the use of removable media devices is controlled in
order to:








Enable the correct data to be made available where it is required.
Maintain the integrity of the data.
Prevent unintended or deliberate consequences to the stability of the
computer network.
Avoid contravention of any legislation, policies or good practice requirements.
Build confidence and trust in the data that is being shared between systems.
Maintain high standards of care in ensuring the security of Protected and
Restricted information.
Prohibit the disclosure of information as may be necessary by law.

This policy applies to Councillors, employees, contractors, consultants, temporaries,
and other workers at the Organisation, including all personnel affiliated with third
parties.
This Removable Media Policy forms part of the Information Security Framework.
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3. Roles and Responsibilities
The following roles are those formally defined within the Policy:
Role

Responsibility

The
Organisations
Chief
Executive/Head
of Operations

Supporting Company/Authority compliance with the policy

Senior
Management
Team

Ensuring the policy adheres to statutory legislation & guidance
and that it is embedded in the workforce and ensuring
managers and Team Leaders show compliance with the policy
and it is understood.

Managers &
Team Leaders

Understanding and complying with the policy, ensuring it is
available to team members, and advising on it.

All Staff

Understanding and complying with the policy.

4. Definition
This policy should be adhered to at all times, but specifically whenever any user
intends to store any information used by the Organisation to conduct official business
on removable media devices.
Removable media devices include, but are not restricted to the following:











CDs
DVDs
Optical Disks
External Hard Drives
USB Memory Sticks (also known as pen drives or flash drives)
Media Card Readers
Embedded Microchips (including Smart Cards and Mobile Phone SIM Cards)
MP3 Players
Digital Cameras
Smart Phones
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5. Policy Statement
It is the Organisation’s policy to prohibit the use of all removable media devices
wherever possible. The use of technical controls will be used to enforce this policy.
The use of removable media devices will only be granted if approved by a Manager
and upon acceptance of the associated risks.
Requests for access to, and use of, removable media devices must be made to the
ICT Service Desk. Approval for their use must be given by the ICT Security Analyst.
Should access to, and use of, removable media devices be approved the following
sections apply and must be adhered to at all times.

5.1

Procurement of Removable Media

All removable media devices and any associated equipment and software must only
be purchased and installed by the ICT Department. Non-Organisation owned
removable media devices must not be used to store any information used to conduct
official business, and must not be used with any Organisation owned or leased ICT
equipment without having been virus checked by the ICT Section.
Only removable media that has been purchased by the Organisation and approved
by the ICT Department is authorised for use.

5.2

Security of Data

Removable Media should be considered a secondary copy of the data and is not to
be the only place where data obtained for business purposes is held. Copies of any
data stored on removable media must also remain on the source system or
networked computer until the data is successfully transferred to another networked
computer or system.
In order to minimise physical risk, loss, theft or electrical corruption, all storage
media must be stored in an appropriately secure and safe environment.
Each user is responsible for the appropriate use and security of data and for not
allowing removable media devices, and the information stored on these devices, to
be compromised in any way whist in their care or under their control.
All data stored on removable media devices should, where possible be encrypted. If
this is not possible, then all personal or confidential data held must be encrypted.
Users should be aware that the Organisation will audit / log the transfer of data files
to and from all removable media devices and corporate IT equipment.

5.3

Incident Management

Virus and malware checking software approved by the ICT team must be operational
on both the machine from which the data is taken and the machine on to which the
data is to be loaded. The data must be scanned by virus checking software
products, before the media is loaded on to the receiving machine.
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Whilst in transit or storage the data held on any removable media devices must be
given appropriate security according to the type of data and its sensitivity.
Encryption or password control must be applied to the data files unless there is no
risk to the company, other organisations or individuals from the data being lost whilst
in transit or storage.
It is the duty of all users to immediately report any actual or suspected breaches in
information security to the ICT Service desk as referenced in the Information
Security Incident Management Policy who will carry out the process as outlined in
the Incident Management Policy.
Any misuse or irresponsible actions that affect business data, or any loss of data,
should be reported as a security incident to the IT Service desk as referenced in the
Information Security Incident Management Policy.

5.4

Disposing of Removable Media Devices

Removable media devices that are no longer required, or have become damaged,
must be disposed of securely to avoid data leakage. Any previous contents of any
reusable media that are to be reused, either within the company or for personal use,
must be erased. This must be a thorough removal of all data from the media to
avoid potential data leakage using specialist software and tools. All removable
media devices that are no longer required, or have become damaged, must be
returned to the ICT Service desk for secure disposal.
For advice or assistance on how to thoroughly remove all data, including deleted
files, from removable media contact the ICT Service desk.

6 Review
As a standard principle, this policy should be reviewed at least once every two years
to ensure that it remains fit for purpose. It may need reviewing more regularly in
response to specific legislation changes or changes to best practice guidance.

7 Policy Compliance
If any user is found to have breached this policy, they will be subject to the
Organisations disciplinary procedure. If a criminal offence is considered to have
been committed further action may be taken to assist in the prosecution of the
offender(s).
If you do not understand the implications of this policy or how it may apply to you,
seek advice from the ICT Department.
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8 Related Policies
ICT Incident Management Procedure
Employers Code of Conduct
Employers Disciplinary Policy
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1. Policy Aim
The aim of this Policy is to define the broad mechanisms and roles through which the
Organisation will be able to demonstrate accountability and compliance with regards
to the security of the ICT environment for remote workers.

Responsible

Head of ICT & Digital

Accountable

Chief Executive (PSPS), Executive Director Strategy & Governance (SHDC),
Assistant Director (ELDC)

Consulted

Data Protection Officers, ICT Security Lead

Informed

All Remote ICT Users

2. Introduction
This is a joint Remote Working Policy. Where “The Organisation” is referenced, this
refers to either Public Sector Partnership Services or its Client Council’s South
Holland District Council or East Lindsey District Council.
The purpose of this policy is to define rules and requirements for connecting to the
Organisation's network from any host. These rules and requirements are designed to
minimize the potential exposure to the Organisation from damages which may result
from unauthorized use of resources. Damages include the loss of sensitive or
company confidential data, intellectual property, damage to public image, damage to
critical internal systems, and fines or other financial liabilities incurred as a result of
those losses.
Remote access to our corporate network is essential to maintain productivity, but
invariably the very nature of working remotely has inherit risks:





Increased risk of equipment damage, loss or theft.
Accidental or deliberate overlooking by unauthorised individuals.
Unauthorised access to personal or confidential information.
Unauthorised introduction of malicious software and viruses.

This policy aims to guide and mitigate against such risks.
This policy applies to Councillors, employees, contractors, consultants, temporaries,
and other workers at the Organisation, including all personnel affiliated with third
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parties, who use the Organisations ICT facilities and equipment remotely, or who
require remote access to the Information Systems or information, including reading
or sending email and viewing intranet web resources. This policy covers any and all
technical implementations of remote access used to connect to the Organisation’s
networks.
This policy should be adhered to at all times whenever any user makes use of
portable computing devices. This policy applies to all users’ use of the
Organisations IT equipment and personal IT equipment when working on official
business away from the Organisations premises (i.e. working remotely).
Portable computing devices include, but are not restricted to, the following:






Laptop computers
Tablet PCs
PDAs
Mobile phones
Wireless technologies

This Remote Working Policy forms part of the Information Security Framework.

3. Roles and Responsibilities
The following roles are those formally defined within the Policy:
Role

Responsibility

The
Organisations
Chief
Executive/Head
of Operations

Supporting Company/Authority compliance with the policy

Senior
Management
Team

Ensuring the policy adheres to statutory legislation & guidance
and that it is embedded in the workforce and ensuring
managers and Team Leaders show compliance with the policy
and it is understood.

Managers &
Team Leaders

Understanding and complying with the policy, ensuring it is
available to team members, and advising on it.

All Staff

Understanding and complying with the policy.
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4. Policy Statement
It is the responsibility of the Organisation’s Councillors, employees, contractors,
vendors and agents with remote access privileges to the corporate network to
ensure that their remote access connection is given the same consideration as the
user's on-site connection.
All IT equipment (including portable computer devices) supplied to users is the
property of the Organisation. It must be returned upon the request.
Only Organisation supplied equipment is to be used for remotely accessing
Organisation ICT systems and data.
Third party access to the Organisations network, primarily software vendors, will
have their access restricted to the systems for which they have been contracted to
support. Third party connections must comply with the requirements as stated in the
Third Party Access Standard.

5.1

User Responsibility

It is the user’s responsibility to ensure that the following points are adhered to at all
times.
1. All users must comply with appropriate codes and policies associated with the
use of ICT equipment.
2. All users must comply with the Acceptable Use Policy.
3. All users are expected to undertake a Risk Assessment of their working
environment in accordance with Health & Safety policies.
4. All users are expected to promptly report the theft, loss or unauthorized
disclosure of the Organisations proprietary information or Equipment, in
accordance with Data Protection Policy and the associated Breach
Management Procedure.
5. All users have a responsibility to promptly report the theft, loss or
unauthorized access of the Organisations equipment in accordance with the
ICT Incident Management Procedure, Data Protection Policy and the
associated Breach Management Procedure.
6. Users must take due care and attention of portable computer devices when
moving between home and another business site.
7. Users will not install or update any software on to an Organisation owned
portable computer device.
8. Users will not install any screen savers on to an Organisation owned portable
computer device.
9. Users will not change the configuration of any Organisation owned portable
computer device.
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10. Users will not install any hardware on to or inside any Organisation owned
portable computer device, unless authorised by a member of the ICT
Department.
11. Users will allow the installation and maintenance of Anti-Virus updates
immediately.
12. Users will allow the installation of software patches and updates immediately.
13. Users will inform the ICT Service Desk of any Organisation owned portable
computer device message relating to configuration changes.
14. Any files containing personal data or data which is business critical should be
stored on the Organisation’s centralised file servers wherever possible and
not held on portable computer devices.
15. All faults must be reported to the ICT Service Desk.
16. Users must not remove or deface any asset registration number.
17. User requests for upgrades of hardware or software must be approved by an
authorized member of staff. Equipment and software will then be purchased
and installed by a member of the ICT Department.
18. No family members may use the IT equipment. The IT equipment is supplied
for the staff members’ sole use.
19. The user must ensure that reasonable care is taken of the ICT equipment
supplied. Where any fault in the equipment has been caused by the user, in
breach of the above paragraphs, the Organisation may recover the costs of
any repair.
20. The user should seek advice from the Organisation before taking any supplied
ICT equipment outside the United Kingdom. The equipment may not be
covered by the Organisation’s normal insurance against loss or theft and the
equipment is liable to be confiscated by Airport Security personnel.
21. The Organisation may at any time, and without notice, request a software and
hardware audit, and may be required to remove any equipment at the time of
the audit for further inspection. All users must co-operate fully with any such
audit
22. Any user who chooses to undertake work at home or remotely in relation to
their official duties using their own ICT equipment must understand that they
are not permitted to hold any database, or carry out any processing of
personal or confidential information relating to the Organisation, its
employees, or customers.
23. Under no circumstances should personal or confidential information be
emailed to a private non-Organisation email address.
24. Any user accessing GCSx type services or facilities, or using GCSx
information, must only use Organisation-owned equipment which has
appropriate technical security and advanced authentication mechanisms
whilst working remotely.
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5.2

Remote & Mobile Working Arrangements

Remote or home working should be approved by a line manager in conjunction with
the Head of Service as part of a formal flexible working request and in line with the
Companies Flexible Working Policy.
Agreement should be reached between the manager and colleague as to:






how the colleague will record their time worked (maintain a timesheet for
submission to their manager weekly)
the frequency of contact required between them – on the phone and in
person
the nature of the contact – management visits, 121’s, Team meeting
participation etc
how often the colleague will be required to attend the office (ideally this
should be at least weekly)
arrangements for attendance at team meetings, staff briefings, etc

All agreements should be recorded in writing and a copy retained by the colleague
and a copy held on the colleagues personnel file, held by HR.
All homeworking arrangements are subject to being removed or amended due to
business need or in circumstances where the colleague is not performing to the
required standard, without the colleagues prior consent.
We are committed to protecting the health, safety and wellbeing of our colleagues so
prior to a colleague undertaking regular home working, a risk assessment must be
undertaken in accordance with the present Health & Safety guidelines to ensure the
colleague has suitable and safe working arrangements in place.
All colleagues should be aware of the physical security dangers and risks associated
with working within any remote office or mobile working location.
Equipment should not be left where it would attract the interests of the opportunist
thief. In the home it should also be located out of sight of the casual visitor. Devices
should not be left either on or in standby mode, with Bluetooth\wireless devices
turned on.
For home working it is recommended that the office area of the house should be kept
separate from the rest of the house. Equipment must be secured whenever it is not
in use.

Version 1.2

19/02/2019

Page | 8

Users must ensure that access / authentication tokens and personal identification
numbers are kept in a separate location to the portable computer device at all times.
All removable media devices and paper documentation must also not be stored with
the portable computer device.
Paper documents are vulnerable to theft if left accessible to unauthorised people.
These should be securely locked away in suitable facilities (e.g. secure filing
cabinets) when not in use. Documents should be collected from printers as soon as
they are produced and not left where they can be casually read. Waste paper
containing personal or confidential information must be shredded to required
standards.

5.3

Access Controls

It is essential that access to all personal or confidential information is controlled.
This can be done through physical controls, such as locking the home office or
locking the computer’s keyboard. Alternatively, or in addition, this can be done
logically such as by password controls or User Login controls.
Portable computer devices should be switched off, logged off, or the keyboard
locked when left unattended, even if only for a few minutes.
All data on portable computer devices must, where possible be encrypted. If this is
not possible, then all personal or confidential data held on the portable device must
be encrypted.
A Virtual Private Network (VPN) must be configured to allow remote users access to
Organisation’s systems if connecting over Public Networks, such as the Internet. If
connecting to GCSx resources, this must be an IPSec-VPN.
The use of thin client over the VPN should be considered as a further means of
security.
Dual-factor authentication must be used when accessing the Organisation’s network
and information systems (including Outlook Web Access) remotely. Such
authentication involves the use of “something you have” e.g. a certificate on a laptop
or a supplied Remote Access Point and “something you know” e.g. a password.
Access to the Internet from supplied ICT equipment, should only be allowed via
onward connection through the Organisations Proxy Servers and not directly to the
Internet.
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5.4

Anti-virus Protection

All ICT equipment will have the latest Anti Virus signature and Windows Update files
when connected to the network. Users who work remotely must ensure that their
portable computer devices are connected to the corporate network at least daily to
enable the Anti Virus software to be updated.

6 Review
As a standard principle, this policy should be reviewed at least once every two years
to ensure that it remains fit for purpose. It may need reviewing more regularly in
response to specific legislation changes or changes to best practice guidance.

7 Policy Compliance
If any user is found to have breached this policy, they will be subject to the
Organisations disciplinary procedure. If a criminal offence is considered to have
been committed further action may be taken to assist in the prosecution of the
offender(s).
If you do not understand the implications of this policy or how it may apply to you,
seek advice from the ICT Department.

8 Related Policies
Data Protection Policy
Flexible Working Policy
Remote/Home Working Policy
Breach Management Procedure
ICT Incident Management Procedure
Acceptable Use Policy
Third Party Access Standard
Employers Code of Conduct
Employers Disciplinary Policy
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1. Policy Aim
The purpose of this policy is to clarify the procedures and responsibilities with regard
to initiating a new connection between the Organisation and a third party
organisation or service provider in order to maintain confidentiality, integrity and
availability.

Responsible

Head of ICT & Digital

Accountable

Chief Executive (PSPS), Executive Director Strategy & Governance (SHDC),
Assistant Director (ELDC)

Consulted

Data Protection Officers, ICT Security Lead

Informed

All ICT Users including third parties and supervising users

2. Introduction
This is a joint Employee Access Policy. Where “The Organisation” is referenced, this
refers to either Public Sector Partnership Services or its Client Council’s South
Holland District Council or East Lindsey District Council.
The Organisation permits connections to third party organisations to promote
partnership working, information sharing, service provision and support
arrangements with third party organisations or service providers. This policy is
specific to the authority’s requirements when establishing new links between the
organisation and third parties and makes reference to additional security policies and
procedures.
This Third Party Policy forms part of the Information Security Framework.

3. Roles and Responsibilities
The following roles are those formally defined within the Policy:
Role

Responsibility

The
Organisations
Chief
Executive/Head
of Operations

Supporting Company/Authority compliance with the policy
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Senior
Management
Team

Ensuring the policy adheres to statutory legislation & guidance
and that it is embedded in the workforce and ensuring
managers and Team Leaders show compliance with the policy
and it is understood.

Managers &
Team Leaders

Understanding and complying with the policy, ensuring it is
available to team members, and advising on it.

All Staff

Understanding and complying with the policy.

4. Definition
Third parties are defined as any individual or organisation not employed directly by
the organisation and includes partners such as the NHS, Police and other local
authorities. It also includes suppliers who require access to the organisations
network to provide remote support.
This policy applies to all existing and new permanent or temporary connections and
applies to any connection agreement with a third party. Any sanctions and
obligations specified within the contract may be imposed as part of the third party
connection agreement.

5. Policy Statement
The overall security of the Organisation’s infrastructure, systems and data takes
precedence over any individual requirements for a third party connection.
A specific business purpose must exist and be defined for a third party connection to
be considered. For each third party connection agreement, named lead persons
responsible for the system and information concerned must be appointed by both the
Organisation and third party.
A risk assessment should be conducted, prior to implementation of any connection,
to identify specific requirements. It will be the responsibility of the named
Organisation lead person to carry out the assessment. The risk assessment will
consider:


A description of the participants in the assessment.



The type of access required and the data that needs to be available to the
third party.
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The value and sensitivity of information and information systems that may be
exposed to unauthorised access.



The threat and vulnerability (the risk) to information and information systems
and the impact if the threat were to take place.



The controls required to protect information and information systems. An
overview of the users.



How the third party organisation manages and controls information security



Details of how the third party will secure their ICT equipment and networks.



The method of access required – physical and logical connectivity between
information systems.



Dates of when the access is required from and a cessation date if a temporary
arrangement. If a permanent arrangement is required, then an annual review
must be incorporated in the agreement.



Security incident management.



Legal requirements affecting stakeholders.



A statement assessing and listing all risks.



The requirement for a formal Data Privacy Impact Assessment.



An overall conclusion.

Any third party organisation with which the Organisation enters into a connection
agreement must be able to demonstrate compliance with the information security
policies and enter into binding agreements that specify the performance to be
delivered and the remedies available in the event of non-compliance.
The Organisation point of contact will:


Have administrative responsibilities.



Draft a non-disclosure agreement.



Be responsible for remote access provision.



Act as a point of liaison both with the third party and the ICT Department.



Be responsible for ensuring background checks (such as DBS and Baseline
Personnel Security Standard) are made on individuals utilising
services/information provided by the connection.



Ensure all relevant bodies are informed when the connection is no longer
required.

The Third Party point of contact will:


Be responsible for managing all aspects of the connection on behalf of the
third party.
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Be the primary point of contact and be able to provide accurate information on
all aspects of the third party.



Ensure that all third party users have received appropriate training and have
under-gone appropriate background checks.

Third party access to the ICT network potentially exposes the Organisation to risk
and therefore there must be an agreement in place that assures the Organisation
that any third party connection meets the security standards. The third Party must
consider and address:


A description of services and service level agreement.



Reference to relevant security policies and legislation.



Requirements for asset protection and access control.



Responsibilities and liabilities.



Monitoring rights and reporting processes.



The minimum ICT security rights to support the system.



Conditions for termination and renegotiation of agreements.

If a log of third party activity on the Organisation’s network is required as part of the
agreement, then the third party will need to retain this log for the period specified in
the agreement. Remote access software must be disabled when not in use.
All third party access must be facilitated through a method of connection approved
by the Organisation which provides protection to the satisfaction of the Organisation.
All third party access must be logged via the ICT Service Desk and duly authorised
before being permitted onto the network. Once authorisation has been obtained a
time restrictive user name and password should be provided.
Changes to methods of connection must be clearly defined and agreed by the
Organisation and the third party.
Third parties and the Organisation must inform each other about any security incidents
which may impact on the confidentiality, integrity or availability of the third party service
or data provided by the service. Incidents originating within the Organisation must be
handled in accordance with the ICT Security Incident Management Policy.
The range of security incidents which will require security awareness procedures
include:


Computers left unlocked when unattended;



Password disclosures;



Virus warnings/alerts;
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Media loss;



Data loss/disclosure;



Misuse/loss/corruption/alteration of personal information;



Physical security;



Missing correspondence;



Found correspondence/media;



Loss or theft of IT/information; and



Misuse of IT equipment/facilities.

Third parties with whom the Organisation has a third party connection contract are
permitted access only to systems and information related to that contract. All other
access is prohibited. Any third party with access to sensitive authority information
must be cleared to the same security and human resources checks as Organisation’s
staff.

6. Responsibilities
It is the responsibility of the Organisation and each third party to ensure that all
sections of this policy are adhered to.
Should changes in the requirements of either the Organisation or the third party
regarding the connection become apparent, such as:


Life span of the service;



Changes in the information required;



Changes in the type of connection;



Changes in any aspect of security;



Changes of key contacts; and



Emergency handling procedures.

Each party should notify the other as soon as possible and the respective connection
agreement should be revised.

7. Review
As a standard principle, this policy should be reviewed at least once every two years
to ensure that it remains fit for purpose. It may need reviewing more regularly in
response to specific legislation changes or changes to best practice guidance.
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8. Policy Compliance
The Organisation and third parties will abide by all UK legislation relating to
information storage and processing including:


The Data Protection Act (2018)



The General Data Protection Regulation (2016/679)



The Freedom of Information Act (2000)



The Computer Misuse Act (1990)



The Human Rights Act (1998)



The Copyright, Designs and Patents Act (1988)



The Regulation of Investigatory Powers Act (2000)



The Electronic Communications Act (2000)



Privacy and Electronic Communications Regulations (2003)

The Organisation and third parties will also comply with any contractual
requirements, standards and principles required to maintain the business functions
of the authority including:


Protection of intellectual property rights;



Protection of the authority’s records;



Compliance checking and audit procedures;



Prevention of facilities misuse;



Relevant codes of connection to Third Party networks and services.

Breaches of third party connection agreements and/or security incidents can be
defined as events which could have, or have resulted in, loss or damage to
Organisation’s assets, or an event which is in breach of the security procedures and
policies.
The Organisation will take appropriate measures to remedy any breach of a third
party connection agreement. If a breach/security incident relates to a third party the
Organisation reserves the right to immediately terminate the third party connection
and, subject to the nature of the breach/security incident, seek compensation or take
legal action. If it can be determined that the breach/security incident has been
caused by an employee of the third party, the Organisation would retain the right to
request the employer to remove their employee from the premises.
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If the breach/security incident is determined to have been caused by an individual
employed by the Organisation, the matter may be dealt with under the disciplinary
procedure.
If a criminal offence is considered to have been committed further action may be
taken to assist in the prosecution of the offender(s).

9. Related Policies
Information Security Framework Overview
Acceptable Use Policy
Employee Access Policy
Password Policy
Remote Working Policy
ICT Incident Management Procedure
Systems Acquisition, Development and Deployment Policy
Employers Code of Conduct
Employers Disciplinary Policy
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1. Policy Aim
The aim of this Policy is to define the broad mechanisms and roles through which the
Organisation will be able to demonstrate accountability and compliance with regards
to Systems Acquisition, Development and Maintenance.

Responsible

Head of ICT & Digital

Accountable

Chief Executive (PSPS), Executive Director Strategy & Governance (SHDC),
Assistant Director (ELDC)

Consulted

Data Protection Officers, ICT Security Lead

Informed

All ICT Users

2. Introduction
This is a joint Systems Acquisition and Development Policy. Where “The
Organisation” is referenced, this refers to either Public Sector Partnership Services
or its Client Council’s South Holland District Council or East Lindsey District Council.
PSPS and its clients benefit from reliability, stability and purposeful development and
innovation of its systems, infrastructure and information management.
Collaboration between the Company and Clients employees supporting these
functions and end-users is vital to designing and implementing enterprise services.
As, our infrastructure has become more complex. As our interdependencies –
between systems, between people, and between people and systems – continues to
grow, it is essential that we carefully manage additions and developments of the
systems and services.
PSPS ICT is the primary source for all information technology systems including
communication systems, information storage and processing systems, software
systems and contractual relationships with vendors of such systems and services. In
addition, PSPS has oversight and coordinating responsibility for all these systems
and services.
The purpose of this Systems Acquisition and Development Policy is to manage
technological innovations and initiatives within the Company and the Clients to
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ensure such changes are managed in a rational and predictable manner so that they
confirm to existing guidelines to maximise functionality whilst minimising effort.
This System Acquisition, Development and Deployment Policy forms part of the
Information Security Framework.

3. Roles and Responsibilities
The following roles are those formally defined within the Policy:
Role

Responsibility

The
Organisations
Chief
Executive/Head
of Operations

Supporting Company/Authority compliance with the policy

Senior
Management
Team

Ensuring the policy adheres to statutory legislation & guidance
and that it is embedded in the workforce and ensuring
managers and Team Leaders show compliance with the policy
and it is understood.

Managers &
Team Leaders

Understanding and complying with the policy, ensuring it is
available to team members, and advising on it.

All Staff

Understanding and complying with the policy.

4. Policy Statement
Information Systems: Acquisition
Assurance
All new Information Systems must be formally requested before implementation
through the Governing Body. These are:
For ELDC - ELDC Management Team
For SHDC - ICT & Customer Governance Board
For PSPS – PSPS SMT
The request should include a business case, costing model, risks and impact.
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All ICT systems must be formally approved by the Governing Body to ensure that
they are aligned with the Organisations strategic direction.
All ICT systems must be formally approved by PSPS ICT to ensure that they are
supportable and are aligned with the Organisations standards.
All diligence must be carried out to ensure any new systems are secure, fit for
purpose and comply with Organisations data management requirements. Similar
diligence should apply to on premise or hosted acquisitions. Such diligence might
include:











Company Background Check
Crime prevention through environmental design policies
Understanding of Technical considerations, including service levels
Service Organisation Control (SOC) Audit
Review of Support systems
Statement of continued interoperability with support Microsoft OS and that of
dependent subsystems
Onsite discovery
Disaster Recover/Business Continuity plans
Certification / Compliancy – NIST SP800 or ISO27001
References

All ICT systems should be formally approved, before a system can process personal
information, by the Organisations Data Protection Officer (DPO), and a Data Privacy
Impact Assessment (DPIA) completed. This is to ensure compliance with regulatory
requirements as set out in the Data Protection Standard.
All suppliers engaged with the processing of personal data must complete an
Information Sharing Agreement, if required by the DPO.
This includes software that may be downloaded and/or purchased from the Internet.
Under no circumstances should personal or unsolicited software (this includes
screen savers, games and wallpapers etc.) be loaded onto a Council machine as
there is a serious risk of introducing a virus.
Software Registration
The Organisation uses software in all aspects of its business to support the work
carried out by its employees. In all instances every piece of software is required to
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have a licence and the Organisation will not condone the use of any software that
does not have a licence.
Software must be registered in the name of the Organisation and the department in
which it will be used.
The ICT Service Desk maintains a register of all Organisational software and will
keep a library of software licenses. The register must contain:
a) The title and publisher of the software.
b) The date and source of the software acquisition.
c) The location of each installation as well as the serial number of the hardware
on which each copy of the software is installed.
d) The software product's serial number.
e) Details and duration of support arrangements for software upgrades.
Software on Local Area Networks or multiple machines shall only be used in
accordance with the licence agreement.
The Organisation holds licences for the use of a variety of software products on all
Organisation Information Systems and computer equipment. This software is owned
by the software company and the copying of such software is an offence under the
Copyright, Designs and Patents Act 1988, unless authorised by the software
manufacturer.
It is the responsibility of users to ensure that all the software on their computer
equipment is licensed.
Software Installation
Software must only be installed by members of the ICT Section once the registration
requirements have been met. Once installed, the original media will be kept in a
safe storage area maintained by the ICT Section.
Shareware, Freeware and Public Domain Software are bound by the same policies
and procedures as all other software. No user may install any free or evaluation
software onto the Organisation’s systems without prior approval from the ICT
Section.
Security of Third Party Access
Arrangements involving third party access to the Organisations information, or
information processing facilities, must be supported by a formal agreement that
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describes appropriate security controls and gives the Organisation the right to
monitor and revoke access. Only individuals authorised by the Organisation are
permitted access to the information processing facilities and only for agreed
purposes. Only PSPS standard remote access methods will be permitted and the
requirement must be supported by a risk assessment detailing any associated
countermeasures. All Contractors using the system must be vetted to an appropriate
level that meets the Organisations policy.
Outsourcing
Any outsourcing arrangement must be fully supported by a formal contract and must
meet legal requirements. This must define appropriate security controls to protect the
integrity and confidentiality of the information assets, including the issue and return
of information, information access control, and the right to audit.
Asset Clarification and Control
Any new system must be purchased through the ICT department or relevant
procurement team and recorded in the asset register. The system must have a
nominated owner who is responsible for ensuring that the agreed security controls
are properly maintained and that operating procedures are being followed.
People Security
The Privacy Impact Assessment must define risks and mitigation relating to all
Employees and Contractors using the system. Such mitigation may include DBS
checks, pre-employment credit checks, information sharing agreements or nondisclosure agreements.
The requirement for any additional end-user training in the use of a new system must
be identified and planned for, at the initiation of the project.
Developers, administrators and users of the system, must report any security
incidents, malfunctions or suspected security weaknesses, to the PSPS ICT team.
Operating System Interoperability
All ICT systems should have a statement of continued development to maintain
interoperability with supported Microsoft operating systems. No ICT system should
require to be maintained on a non-supported OS or have components which are no
longer updated for vulnerabilities by the vendor.
All ICT system vendors should provide a roadmap or similar document to show their
commitment of continued development of the product for the lifetime required. This
may include additional charges and should be included in the Total Cost of
Ownership of the product.
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Physical and Environmental Security
Information systems must be secured in an appropriate area, using physical barriers
that are commensurate with the identified risks. PSPS ICT Datacenters conform to
the following standards and it is expected that any supplier would have a minimum of
these controls:






External walls of buildings and enclosures are of a solid construction with
external doors and windows protected against unauthorised access using
suitable control mechanisms, such as proximity card access, security locks
and alarms
There are staffed reception areas or other physical access controls to the site
or building
Access is restricted to authorised personnel only, with access rights regularly
reviewed
Visitors are supervised or appropriately vetted and their date and time of entry
and departure recorded.

Environments housing particularly critical or sensitive systems must be individually
risk assessed.
Equipment should be located where there is minimal risk from potential
environmental and security threats, including; theft, fire, water, dust, vibration,
electrical interference and chemical effects. There should be suitable protection for
equipment used or housed in external environments, e.g. protective covers, locks,
etc. It must be possible to position end devices and any output media so as not to
risk the overlooking of sensitive information by unauthorised personnel. For
operationally critical systems, suitable power protection must also be provided; to
include at least one of the following:



Multiple power units with redundancy
Uninterruptible Power Supply (UPS)
Back-up generator

Power and telecommunications lines must be suitably protected from unauthorised
access or damage
It must be possible to logout of devices before leaving them unattended or secure
them by appropriate means, such as a screensaver with password protection.
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Communications and Operations Management
System/Security Operating Procedures must be fully documented. These should
include the processing and handling of information, system start-up and shutdown
procedures, account management, support & maintenance, data retention, data
backup, and business continuity plans (e.g. fall-back procedures).
Any changes to the systems must be performed in accordance with the Change
Management Policy. Changes must be logged with the ICT Change Advisory Board
(CAB) where any security risks will be assessed as part of a formal approval
process. Implementation of changes must be planned for a time that causes the
minimum disruption to the Organisation. There should be a proper separation of
development/test and production environments and live data should not be used for
test or development scenarios. Different login-procedures must exist between
environments to minimise the risk of accidental changes to operational systems.
All software and licenses must be procured, checked and tested by the ICT
Department. In order to maintain our security standard and PSN compliance, all
software must be supported and up to date.
Appropriate anti-virus measures that are regularly and securely updated must be in
place to protect the system, its connections and data.
A procedure for the backing-up of essential system information and software must be
defined and adequate logs maintained. The backup media must receive the same
level of protection as the main system and should be kept at a sufficiently safe
distance to protect against the risks caused by its unavailability. These procedures
must include a regime of regular testing to ensure that data can be reliably restored.
The system must provide appropriate mechanisms to facilitate the timely removal of
data in accordance with relevant Organisational policy and current legislation.
The system must provide appropriate mechanisms to retrieve personally identifiable
data for subject access requests.
The network design must provide an appropriate level of resilience for the system(s)
and minimise single points of failure. The network must be protected from increased
security risks introduced by any connections to other systems, particularly
connections to public networks.
Network documentation must be updated to show any supporting changes to the
network’s layout or connections. New network management responsibilities must be
properly assigned and procedures documented. All network device settings must be
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changed from their default values to PSPS standard configurations and any
unnecessary facilities and services disabled or locked down.
There must be clearly documented procedures that cover the safe handling and
storage of all removable media, including tapes, disks, manuals and printouts.
Organisational policy on the handling of material must be followed at all times.
Provision must be made for ensuring that any data storage media used for
processing information is securely erased in accordance with the Organisations
policy before reuse, exchange or disposal.
Any exchange of information or software with another organisation must be
supported by a formal, documented agreement that complies with relevant policy
and legislation (Contact the Data Protection Officer for assistance).
External-facing systems, especially Internet and publicly available systems, must
have adequate controls to protect against their particular vulnerabilities. These often
involve more technical controls, such as cryptographic techniques, and the risks and
countermeasures must be clearly defined within the system’s Risk Assessment.
Other effects on the Organisation from switching to electronic methods of
communication, such as the volume of exchange, reliability or legal issues, also
need to be risk assessed.
Internal systems must ensure that access to data and facilities is only made
available to those who need it, particularly in relation to personal data or classified
business information.
Access Control
Access to information and processes for each user or group must be clearly defined
and documented. Access control rules must be based on the principle that
‘everything not explicitly permitted is prohibited’.
A unique ID must be provided for each user of the system. Generic log-in rights are
not acceptable, even at System Administrator level. Access rights must be agreed
by the system owner (Information Asset Owner).
Procedures must also be defined for removing access rights immediately they are no
longer required and for regularly checking and removing any redundant accounts
(every 6 months is recommended).
The use of any system privileges (the ability to override system controls, e.g. for
administration) must be restricted to the minimum necessary to perform a defined
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role. Such privileges are not usually granted to normal business users and must be
reviewed regularly (every 3 months is recommended).
A full log of registered users and administrators and their access rights must be
maintained by the system owner (Information Asset Owner) and made available for
audit.
Passwords must always be stored and transmitted securely using approved
encryption. On first use, the system must force a change of any temporary
passwords that were issued to the user. Positive user identification procedures must
be established for resetting forgotten passwords. The system’s risk assessment may
also identify the need for strong authentication techniques, including multi-factor
solutions.
It must be possible for users to easily terminate or secure active sessions (e.g. by
password protected screen saver) before leaving a device unattended.
Any connections to internal or external network services that are implemented for the
system must be appropriately controlled and provided for authorised use only. The
path from the user device to the system must be controlled to ensure that no other
areas of the system or network are made accessible, outside that which has been
authorised.
Any requirement for external access to the system (e.g. for maintenance or support
purposes) must be fully risk assessed. Solutions must comply with agreed standards
and procedures governing remote connections including legislation and current
guidance regarding transfer of data outside the EU.
Where a system requires a level of protection that is generally outside that of the
main network, such as managing more sensitive information or needing higher risk
external connections, it may be necessary to segregate the system into a separate
physical or logical network domain, rather than adjust controls for the existing
network. Controls for network connections must be fully specified, particularly when
routing information to and from other organisations, e.g. host authentication and
network address translation.
Any other network services required (or planned) for the system must be fully risk
assessed and documented.
Device log-on procedures must be clearly documented. The system log-on
procedure must:
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not identify details about the system nor provide any other help to
unauthorised users during the log-on process;
display a warning that it must only be accessed by authorised users;
not provide details of which part of a failed log-on procedure was incorrect.

The system must limit unsuccessful log-on attempts to 3, after which the account
must lock and require a manual reset.
Monitoring System Access and Use
Audit logs must be maintained that record user access events. The logs must be
protected and routinely inspected by appropriate personnel. Suitable tools should be
specified to assist in the analysis and alerting of key log events. Computer clocks
must be synchronized for accurate recording of time sensitive records, such as log
entries.
Mobile Computing
Mobile working systems are particularly vulnerable and specific security controls
must be identified following risk assessment. The use of mobile working facilities
must comply with the Organisations standards, policy and procedures wherever
possible.

Information Systems: Development and Maintenance
Security Requirements of Systems
The requirements and designs for new or changed systems must be formally
documented and state the security controls that are being implemented. There must
be a sufficient level of detail provided in the Request for Change to allow a thorough
assessment of any associated application’s security architecture and
configuration. A Privacy Impact Assessment should be considered when
developing systems containing personal data.
Changes to any operational software must be controlled through the Change
Advisory Board (CAB) to ensure that no unacceptable risks are introduced to any
system. The Company’s Configuration Management Database (CMDB) must be
updated with details of any system changes. Documented test plans must be created
and approved before any test data is copied and used. All testing must be carried out
under conditions that match that of the intended production environment and all test
results must be formerly recorded. Appropriate test data must be identified and
produced for all system testing - production data must not be used for testing.
Vendor-supplied software must have been properly evaluated, using a formal test
plan, prior to any agreement to purchase. The test results must be formally
documented.
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System changes must be supported by a full audit trail and follow the Organisations
procedures for ensuring that security risks are reassessed as part of a formal
approval process. This must include version control for all software updates. The
implementation of system changes must be managed through the Change Advisory
Board. Changes to vendor-supplied software must be kept to the minimum
necessary, be authorised by the vendor and preferably implemented by the vendor
as a standard update. Any associated future support issues must be resolved before
implementation. There must be proper provision for the timely review and updating of
any necessary operating system changes (e.g. patching). For outsourced
developments, advance agreement must be reached over the issues surrounding
licensing, code ownership, the Organisations right to audit quality and accuracy, and
any necessary contractual arrangements.
Business Continuity Management
There must be a formal evaluation of how and where the system needs to support
the organisation’s overall business continuity plan and appropriate technical and
procedural controls will need to be specified.
Appropriate controls and procedures must be in place to allow the system to reliably
recover in the event of a system failure.
Disaster recovery plans must be documented, and specify contingency plans or
manual processing procedures that must be followed in the event of an extended
loss of the system. These plans must be regularly tested.
Compliance with Legal Requirements
The design, operation, use and management of an information system must comply
with statutory, regulatory and contractual security requirements. Where the system
will be used to process personal data, appropriate security controls must be
specified in order to comply with current legal requirements.
In addition any introduction of a system must have been revised by the
Organisations DPO and a complete Privacy Impact Assessment conducted and
documented.
For proprietary systems or software, a license agreement that clearly states the
terms and conditions of use must be obtained. The agreement must be thoroughly
reviewed and accepted before implementation and copies of the agreement and
proof of ownership must be maintained.
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System Audit
The system must support regular system security and data audits to ensure
compliance with policy and legislation. Any logging facility must be protected from
unauthorised deactivation or unauthorised changes. The log media must also be
protected from becoming exhausted or over-written before it meets the agreed
disposal date.

5 Review
As a standard principle, this policy should be reviewed at least once every two years
to ensure that it remains fit for purpose. It may need reviewing more regularly in
response to specific legislation changes or changes to best practice guidance.

6 Policy Compliance
If any user is found to have breached this policy, they will be subject to the
Organisations disciplinary procedure. If a criminal offence is considered to have
been committed further action may be taken to assist in the prosecution of the
offender(s).
If you do not understand the implications of this policy or how it may apply to you,
seek advice from the ICT Department.

7 Related Policies
Data Protection Standard
Change Management Procedure
Employers Code of Conduct
Employers Disciplinary Policy
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1. Policy Aim
The aim of this Policy is to define the requirements for ICT Systems to comply with
appropriate Audit & Forensic Computing statutes and standards.

Responsible

Head of ICT & Digital

Accountable

Chief Executive (PSPS), Executive Director Strategy & Governance (SHDC),
Assistant Director (ELDC)

Consulted

Data Protection Officers, ICT Security Lead

Informed

All Remote ICT Users

2. Introduction
This is a joint Audit & Forensic Computing Policy. Where “The Organisation” is
referenced, this refers to either Public Sector Partnership Services or its Client
Council’s South Holland District Council or East Lindsey District Council.
Public Sector Partnership Services (PSPS) intentions for publishing an Audit &
Forensic Computing Policy are not to impose restrictions that are contrary to the
Organisations established culture of openness, trust and integrity. We are committed
to protecting the Organisation and its employees and partners from illegal or
damaging actions by individuals, either knowingly or unknowingly.
In accordance with industry ‘best practices’ and to comply with compliance
regulations, PSPS has prepared various Information Security policies and
procedures which are intended to protect the confidentiality, integrity and availability
(CIA) of their critical client data and their computing resources.
The purpose of this policy is to outline the Organisations requirement for computer
based evidence storage, handling and archiving. The policy also outlines the
responsibilities under statute and organisational requirements in access to the
evidence.
All Councillors, employees, contractors, consultants, temporary, and other workers
are mandated to appropriately handle and not modify or delete computer based
evidence without appropriate authority in accordance with the Information Security
policies and standards, and local laws and regulation.
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This Audit & Forensic Computing Policy forms part of the Information Security
Framework.

3. Roles and Responsibilities
The following roles are those formally defined within the Policy:
Role

Responsibility

The
Organisations
Chief
Executive/Head
of Operations

Supporting Company/Authority compliance with the policy

Senior
Management
Team

Ensuring the policy adheres to statutory legislation & guidance
and that it is embedded in the workforce and ensuring
managers and Team Leaders show compliance with the policy
and it is understood.

Managers &
Team Leaders

Understanding and complying with the policy, ensuring it is
available to team members, and advising on it.

All Staff

Understanding and complying with the policy.

4. Policy Statement
Summary
The term Computer Based Evidence is information and data of investigative value
that is stored on or transmitted by a computer.
The aim of audit and forensics is to provide a systematic, standardised and legal
basis for the admissibility of digital evidence that may be required for formal dispute
or legal process. In this context, information forensics may include, but not
exhaustively, evidence in the form of log files, system files, back up data, network
transmission and other records which may be collected in advance of – or requested
after - an event of dispute occurring.
It can verify and may show that due care was taken in a particular transaction or
process, or may be used for cases of breach of policy resulting in internal disciplinary
actions or situations involving legal actions.
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Requirements for System Data Collection
The legal requirements for all live and archived computer logs are as follows:
1. The log must not be modifiable apart from timestamped additions by the
system generating the logs
2. The logs must be complete, where information is summarised from the logs, it
must refer to the original log
3. The logs must have appropriate retention rules. Live logs are currently kept
for a period of up to one year

Requirements for Auditing
When auditing information or collecting evidence, the requirements on the auditor
are:
1. To build a digital audit trail. Initial reasons for auditing must be recorded and
agreed guidelines followed for the investigation, the individual handling the
audit must record all steps taken.
2. Collect usable electronic evidence. All evidence should be recorded in a
readable format, where specialised log viewers are required these must be
included with the evidence.
3. Trace unauthorized system use whether known internal or unknown external
individuals
4. Understand computer fraud techniques. The auditor must have relevant
experience in the collection of computer information, whether available or
recoverable and in the unauthorized methods used to copy, modify and delete
information.
5. Understand information collected from various computer logs.
6. Be familiar with collection methods and ensure any report summarising
information contained within the logs must refer to the original log, which will
remain available to view on request.
7. Be familiar with the Internet, web servers, firewalls, attack methodology,
security procedures & penetration testing
8. Understand organizational and legal protocols for incident handling
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Forensic Protocol
The organisations standard chain of response in a serious event would be:
1. First responder triggers alert
2. Team response
3. Freeze scene, this may result in staff being unable to access computer
resources.
4. Begin documentation
5. Auditors begin analysis
6. Protect chain-of-custody
7. Reconstruct events and develop theories
8. Communicate results of analysis

Investigation - Responsible persons
Human Resources, Internal Audit and staff managers may potentially be involved in
digital forensic investigations which take place, therefore need to have a level of
understanding of information governance and the forensic process. This will be fully
supported as required by the Information Security Analyst and senior ICT staff.

5 Review
As a standard principle, this policy should be reviewed at least once every two years
to ensure that it remains fit for purpose. It may need reviewing more regularly in
response to specific legislation changes or changes to best practice guidance.

6 Policy Compliance
If any user is found to have breached this policy, they will be subject to the
Organisations disciplinary procedure. If a criminal offence is considered to have
been committed further action may be taken to assist in the prosecution of the
offender(s).
If you do not understand the implications of this policy or how it may apply to you,
seek advice from the ICT Department.
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7 Related Policies
Employer Disciplinary Policy
Employer Code of Conduct
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1. Policy Aim
The aim of this Policy is to define the requirements for ICT Systems to comply with
appropriate Audit and Forensic Computing standards and limiting statutes. These
include but are not limited to NSCS/PSN mandates (e.g. IG18), ISO/IEC
27037:2012, NHTCU - Good Practice Guide for Computer-Based Electronic
Evidence and the Regulation of Investigatory Powers Act 2000.

Responsible

Head of ICT & Digital

Accountable

Chief Executive (PSPS), Executive Director Strategy & Governance (SHDC),
Assistant Director (ELDC)

Consulted

Data Protection Officers, ICT Security Lead

Informed

Client Managers, All Team Members

2. Introduction
This is a joint Cryptographic Standards Policy. Where “The Organisation” is
referenced, this refers to either Public Sector Partnership Service or its Client
Council’s South Holland District Council or East Lindsey District Council.
Public Sector Partnership Services (PSPS) intentions for publishing a Cryptographic
Standards Policy are not to impose restrictions that are contrary to the Organisations
established culture of openness, trust and integrity. We are committed to protecting
the Organisation and its employees and partners from illegal or damaging actions by
individuals, either knowingly or unknowingly.
In accordance with industry ‘best practices’ and to comply with numerous
compliance regulations, PSPS has prepared various Information Security policies
and procedures which are intended to protect the confidentiality, integrity and
availability (CIA) of their critical client data and their computing resources.
The purpose of this policy is to outline the uses of Cryptography within the
organisation. The ICT staff manage the methods of cryptography and the controls
within this document. All Councillors, employees, contractors, consultants,
temporary, and other workers are responsible for exercising good judgment and
should not attempt in any way to bypass the cryptography or pass any information to
unauthorised parties regarding these standards in accordance with the Information
Security policies and standards, and local laws and regulation.
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This Cryptographic Standards Policy forms part of the Information Security
Framework.

3. Roles and Responsibilities
The following roles are those formally defined within the Policy:
Role

Responsibility

The
Organisations
Chief
Executive/Head
of Operations

Supporting Company/Authority compliance with the policy

Senior
Management
Team

Ensuring the policy adheres to statutory legislation & guidance
and that it is embedded in the workforce and ensuring
managers and Team Leaders show compliance with the policy
and it is understood.

Managers &
Team Leaders

Understanding and complying with the policy, ensuring it is
available to team members, and advising on it.

All Staff

Understanding and complying with the policy.

4. Policy Statement
Summary
Cryptographic controls can be used to achieve different information security
objectives.
1. Confidentiality: using encryption of information to protect sensitive or critical
information, either stored or transmitted
e.g.
a) You have a device with confidential information (external hard drive, flash
drive, laptop, etc.) and it goes outside the organization.
b) You want to send an email with confidential information.
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2. Integrity/authenticity: using digital signature certificates or message
authentication codes to verify authenticity or integrity of stored or transmitted
sensitive or critical information
e.g.
a) The use of DKIM to send emails in a secure manner

3. Authentication: using cryptographic techniques to authenticate users and other
system entities requesting access or transacting with system users, entities and
resources
e.g.
a) You use the Citrix Access Gateway remote connectivity and 2 Factor
Authentication - currently MobilePass
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Cryptography, Encryption and controls
Laptop Encryption
The current version of laptop encryption is Microsoft BitLocker and Active Directory
integrated.
Generating keys
The standard encryption level is AES 256. A stronger level of encryption may be set
for specialist clients but nothing lower.
The PIN should be set with a strong password that follows the existing password
policy. Eight alpha-numeric characters, at least one uppercase with a special
character.
Details are included on the build instructions
Storing keys
The recovery key is stored in Active Directory, this is checked on the client build.
Only authorised individuals within the ICT team have access to the recovery key
Archiving keys
No archiving of the keys in to be enacted
Retrieving keys
Recovery key retrieval is only to be completed by the ICT team
Distributing keys
Recovery keys are not to be distributed beyond Active Directory, except when
related to the client when required for recovery; managed by ICT
Retiring and destroying keys
The laptop encryption is to be reviewed on a trigger basis. The triggers are:
Change in the anti-virus vendor
Advisory by NCSC or other bodies and or industry recognition of a vulnerability with
the existing product
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Desktop Encryption
The current version of desktop encryption is Microsoft BitLocker and Active Directory
integrated.
Generating keys
The standard encryption level is AES 256. A stronger level of encryption may be set
for specialist clients but nothing lower.
The desktops do not require a PIN setting. The encryption is there to prevent
reading of the hard disk as a slave drive in an alternate boot environment.
Details are included on the build instructions
Storing keys
No recovery keys are stored as no PIN is set
Archiving keys
No recovery keys are archives as no PIN is set
Retrieving keys
No recovery keys require retrieval as no PIN is set
Distributing keys
No recovery keys require distributing as no PIN is set
Retiring and destroying keys
The desktop encryption is to be reviewed on a trigger basis. The triggers are:
Change in the anti-virus vendor
Advisory by NCSC or other bodies and or industry recognition of a vulnerability with
the existing product
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Backup Tape Encryption
This is provided by the VEEAM text key
Generating keys
The key is generated as a manual process. This should be a minimum of twelve
characters, the character set of alphanumeric – both upper and lower case – and
symbols. This gives a 12^46 level of entropy
Storing keys
The VEEAM text key should be stored securely in the electronic password
management system and with the Disaster Recover information
Archiving keys
The VEEAM text key should be archived securely in the electronic password
management system and with the Disaster Recover information. This is only if a
key change is required and active backup tapes are encrypted with the key
Retrieving keys
Keys should only be retrieved in a disaster situation when the VEEAM backup
system requires a complete rebuild
Distributing keys
Keys should not be distributed beyond the VEEAM backup system, managed by ICT
Retiring and destroying keys
The backup tape encryption is to be reviewed on a trigger basis. The triggers are:
Change in the backup product used by the organisation
Compromise of the backup key to unauthorised parties
DKIM – Email validation
The generated key is then uploaded to the domain record hosting service
Generating keys
Currently this is generated through the email filtering service. A combination of the
domain and selector generates a DNS address. For example
SEL0918._domainkey.secure.e-lindsey.gov.uk where
selector[SEL0918]._domainkey.domain[secure.e-lindsey.gov.uk]
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Storing keys
The generated pubic key is stored in the domain record hosting service. The private
key is never known and hidden within Mimecast
Archiving keys
No keys should be archived
Retrieving keys
The public keys should only be managed by ICT
Distributing keys
The public key should not be distributed beyond the domain record hosting service
Retiring and destroying keys
The DKIM keys for the organisations email domains should be renewed ever six
months
The previous key should be left in the domain record hosting service for a period of
three days to one week to allow for DNS propagation
DWP LADS
A self-signed certificate is created for each user of the DWP LADS system
Generating keys
The certificate should be created as stated in the user creation documentation
The certificate is self-signed with openSSL for Client Authentication with a 256 bit
Secure Hash
Details are included on the implementation procedure
Storing keys
The same certificate should never be used for multiple user accounts and not stored
anywhere other than the client device
Archiving keys
No archiving of the public certificate with private key should take place
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Retrieving keys
The public certificate with private key should only be managed by ICT
Distributing keys
The public certificate with private key should only be distributed once to the client
device
Retiring and destroying keys
The public certificate with private key is to be reviewed on a trigger basis. The
triggers are:
Renewal of the client machine or user profile
Compromise of the private key to unauthorised parties
SSL Certificates
Generating keys
External SSL Certificates are to be purchased through an appropriate vendor. The
vendor requires to be one in general use as the trust must exist with standard web
browsers. The certificate should be a SHA256 RSA (2048 Bits) certificate.
Internal SSL certificates are to be generated through the Root Certificate Authority
for the appropriate domain
Storing keys
Exported external SSL certificates with private keys should be held only on secure
ICT file shares or the server which requires the certificate
Internal SSL certificates are to be renewed through certificate management only and
not stored outside of the CA and member server
Archiving keys
No keys are to be archived, out of date external SSL certificates are to be deleted
from file stores and servers. Internal SSL certificates are to be deleted through
certificate management
Retrieving keys
External keys are to be managed by ICT only
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Distributing keys
Exported external SSL certificates with private keys should not be distributed beyond
ICT
Internal SSL certificates should not be distributed beyond the certificate
management system
Retiring and destroying keys
The SSL certificates are to be renewed before expiry or a change is required to the
domain name or Subject Alternate Names on the certificate.
Out of date external SSL certificates are to be deleted from file stores and servers.
Internal SSL certificates are to be deleted through certificate management

VPN Shared Secret
Generating keys
Shared Secret keys are generated manually using at least 24 upper and lower case
alphanumeric with symbols. This gives a 24^46 level of entropy
Storing keys
Shared Secret keys are only stored in the firewall configuration
Archiving keys
No keys are to be archived, when configuration changes old keys are removed.
Retrieving keys
Shared Secret keys are to be managed by ICT only
Distributing keys
Shared Secret keys should not be distributed beyond ICT or trusted partners.
Trusted partners should be passed the Shared Secret key only for immediate use on
VPN setup.
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Retiring and destroying keys
The Shared Secret keys for VPN are to be reviewed on a trigger basis. The triggers
are:
Change in the VPN appliances
Compromise of the Shared Secret key to unauthorised parties

Definitions
Cryptography
A method of storing and transmitting data in a form that only those it is intended for
can read and process.
Encryption
The process of converting data from plaintext to a form that is not readable to
unauthorized parties, known as ciphertext.
Key
The input that controls the process of encryption and decryption. There are both
secret and public keys used in cryptography.
Digital Certificate
An electronic document that is used to verify the identity of the certificate holder
when conducting electronic transactions. SSL certificates are a common example
that have identifying data about a server on the Internet as well as the owning
authority’s public encryption
Digital Signature Certificate
A type of digital certificate that proves that the sender of a message or owner of a
document is authentic and the integrity of the message or document is intact. A
digital signature certificate uses asymmetric cryptography and is used in a similar
way to DKIM
DKIM
DomainKeys Identified Mail lets a domain associate its name with an email message
by affixing a digital signature to it. Verification is carried out using the signer's public
key published in the DNS.
SSH Keys
A public/private key pair used for authenticating to SSH servers and establishing a
secure network connection
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5 Review
As a standard principle, this policy should be reviewed at least once every two years
to ensure that it remains fit for purpose. It may need reviewing more regularly in
response to specific legislation changes or changes to best practice guidance.

6 Policy Compliance
If any user is found to have breached this policy, they will be subject to the
Organisations disciplinary procedure. If a criminal offence is considered to have
been committed further action may be taken to assist in the prosecution of the
offender(s).
If you do not understand the implications of this policy or how it may apply to you,
seek advice from the ICT Department.

7 Related Policies
Employers Code of Conduct
Employers Disciplinary Policy
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1. Procedure Aim
The aim of this Procedure is to define the broad mechanisms and roles through
which the Organisation will be able to demonstrate accountability and compliance
with regards to ICT Security Incidents and to ensure a consistent approach is taken.

Responsible

Head of ICT & Digital

Accountable

Chief Executive (PSPS), Executive Director Strategy & Governance (SHDC),
Assistant Director (ELDC)

Consulted

Data Protection Officers, ICT Security Lead

Informed

All ICT Users

2. Introduction
This is a joint ICT Incident Management Procedure. Where “The Organisation” is
referenced, this refers to either Public Sector Partnership Services or its Client
Council’s South Holland District Council or East Lindsey District Council.
This Procedure is to ensure that the Organisation reacts appropriately to any actual
or suspected security event relating to information systems.
Ensuring efficient reporting and management of security incidents will help reduce
and in many cases, prevent incidents occurring.
This Procedure applies to Councillors, employees, contractors, consultants,
temporaries, and other workers at the Organisation, including all personnel affiliated
with third parties.
This ICT Incident Management Procedure forms part of the Information Security
Framework.
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3. Roles and Responsibilities
The following roles are those formally defined within the Policy:
Role

Responsibility

The
Organisations
Chief
Executive/Head
of Operations

Supporting Company/Authority compliance with the policy

Senior
Management
Team

Ensuring the policy adheres to statutory legislation & guidance
and that it is embedded in the workforce and ensuring
managers and Team Leaders show compliance with the policy
and it is understood.

Managers &
Team Leaders

Understanding and complying with the policy, ensuring it is
available to team members, and advising on it.

All Staff

Understanding and complying with the policy.

4. Definition
This procedure needs to be applied as soon as information systems are suspected
to be, or are actually affected by a security event which is likely to lead to an incident
resulting in the compromise of service or loss of data.
The definition of a “security event” is an adverse event that has caused or has the
potential to cause damage to an organisation’s assets, reputation and / or personnel.
ICT Incident management is concerned with intrusion, compromise and misuse of
information systems and resources.
A security event could also be the result of:





Uncontrolled system changes
Access violations – e.g. password sharing
Breaches of physical security
Non-compliance with policies
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5. Event Reporting
Security Events and weaknesses need to be reported at the earliest possible stage
to the ICT Service Desk. The ICT Team will identify when a series of events or
weaknesses have escalated to become an incident. It is vital for the ICT Section to
gain as much information as possible from the business users to identify if an
incident is occurring.
All events that have the potential to result in the unauthorised disclosure of personal
or sensitive data must also be reported in accordance with the Data Protection Policy
and associated Breach Management Procedure, to the Organisations Data
Protection Officer (DPO) who may inform the Information Commissioner’s Office
(ICO).
The DPO and the ICT Security team will validate the impact of the event and offer
guidance as required.

6. How to Report
Suspicious Activity on ICT equipment
Security events that relate to equipment, for example a virus infection, could quickly
spread and cause data loss across the organisation. All users must understand, and
be able to identify that any unexpected or unusual behaviour on the workstation
could potentially be a software malfunction.
If an ICT event is detected users must:




Note the symptoms and any error messages on screen.
Disconnect the workstation from the network if an infection is suspected (with
assistance from ICT Support Staff).
Not use any removable media (for example USB memory sticks) that may
also have been infected.

Violation of Controls/Measures
Non-equipment related events are also expected to be reported to the ICT Service
Desk upon identification, for instance;
Uncontrolled system changes
Access violations – e.g. password sharing
Breaches of physical security
Non-compliance with policies
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Human errors

Lost or Stolen ICT Equipment
Any provided ICT equipment that has been misplaced/lost is to be reported to the
ICT Service Desk immediately to allow for controls to be put in place to stop data
loss/leakage.
Any provided ICT equipment that has been stolen needs to reported to the ICT
Service Desk immediately and then reported to the Police, a crime reference number
obtained and the ICT Service Desk Incident updated.
All events, whether suspected or confirmed should be reported immediately to the
ICT Service Desk.
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7. Security Event Process Flow
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8. Security Event Risk Impact Matrix
To decide on the potential or actual impact of an information security incident, the
impact matrix below should be used:

9. Review
As a standard principle, this policy should be reviewed at least once every two years
to ensure that it remains fit for purpose. It may need reviewing more regularly in
response to specific legislation changes or changes to best practice guidance.

10. Procedure Compliance
If any user is found to have breached this procedure, they will be subject to the
Organisations disciplinary procedure. If a criminal offence is considered to have
been committed further action may be taken to assist in the prosecution of the
offender(s).
If you do not understand the implications of this procedure or how it may apply to
you, seek advice from the ICT Department.

11. Related Policies
Data Protection Policy
Breach Management Procedure
Employers Code of Conduct
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Employers Disciplinary Policy
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